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1 Introduction

1.1 Scope and objectives
WP 5 plays a central role within AVANTSSAR since it aims at providing a proof
of concept for the entire project outcome. More precisely, its goal is to arrive at a
library of SOA problem cases that are validated using the AVANTSSAR Valida-
tion Platform provided by WP 4, which in turn adopts the validation techniques
developed in WP 3. To this end, the problem cases in the library will be described
formally using the formal specification language ASLan introduced in WP 2.

A first step towards the formalization of the library is a detailed description of
the relevant problem cases. The second step is more challenging, and consists in
the identification and exact presentation for each problem case of the issues that
are in the scope of AVANTSSAR, namely trust and security. The project partners
have taken and completed these steps, and the present deliverable D5.1 reports on
the relevant findings.

The work reported on in this deliverable has allowed us to make consider-
able progress in identifying and understanding the challenges to be tackled in the
course of the AVANTSSAR project. In particular, this work indicates that the trust
and security requirements for a SOA are heterogeneous. For example, authoriza-
tion policies can be tailored towards privacy enforcement by regulating access to
private data of individuals; trust management systems can be provided as web ser-
vices for individuals to calculate their trust on other parties; and inside financial
institutions, separation of duty becomes necessary to effectively prevent fraud,
because a single actor cannot be trusted to bear no conflict of interest.

1.2 Deliverable structure
The structure of this deliverable reflects Table 1: Application areas and some
related problem cases of the AVANTSSAR “Annex I — Description of Work”.
We give here an updated version of the table since, as already foreseen in the
original definition of WP 5.1, we have carried out a number of adaptations and
changes to the list of application scenarios and families of problem cases:

• Due to changes in the relevance for the industrial partners, we have replaced
two of the scenarios in the area of e-health, namely “Telematics Infrastruc-
ture” and “Patient Monitoring”, with a new one, namely the more compre-
hensive “Personal Health Information”. Accordingly, the Sensor Networks
family of problem cases has been removed.

• We have introduced the following new families of problem cases: account-
ability, application data protection, and communication security.
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Areas Scenarios Families of Problem Cases
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E-Business in general × × × × × × × ×
Banking Services × × × × × × ×
SW Distribution Services × × × ×
Anonymous Shopping × × ×

E-Government in general × × × × × × × ×
Citizen and Service Portals × × × × × × × ×
Document Exchange Procedures × × × × × ×

E-Health in general × × × × × × ×
Personal Health Information × × × × × ×

Table 1: Application areas and the related families of problem cases

• The problem cases related to Public Key Infrastructure have been subsumed
among the other families because it is more appropriate to see PKI as a
mechanism (i.e., a solution) and not actually as a family of problem cases.

• The Digital Contract Signing and Public Bidding families of problem cases
have been re-phrased as scenes within the Document Exchange Procedures
application scenario. This is more coherent with other scenarios as both the
Digital Contract Signing and Public Bidding scenes, as well as the scenes
of the Citizen and Service Portals scenario, are concrete business processes
that raise problem cases belonging to the remaining families of problem
cases.

• The Single Sign-On (SSO) family of problem cases has been generalized to
Federation.

• A detailed analysis has revealed that our SW Distribution scenario does not
refer to SSO or other federation mechanisms.

• The Citizen and Service Portals scenario has additional problem cases of
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the Workflow Security family.

• The more general Privacy family of problem cases subsumes the former
Identity Mixer family of problem cases.

In the overall duration of the project, further modifications might be required, in
particular due to potential shifts of interest at the industrial partners.

We proceed as follows. We begin by outlining the main application areas in
section 2. The various scenarios that are considered within those areas are then
described in section 3, grouped by the application area each scenario pertains
to. We adopt a uniform structure to present each scenario so to facilitate a nat-
ural compare-and-contrast reading style. More specifically, each scenario has its
own subsection where the scenario is defined first, optionally divided into several
scenes. The relevant trust and security requirements are described next, followed
by the description of the contributions to the families of problem cases produced
by the requirements. These families of problem cases are described in subsub-
section 3.1.3– subsubsection 3.1.9, except for federation, which is described in
subsubsection 3.4.3.
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2 Application areas
As already indicated in the project proposal and in the Description of Work, In-
formation and Communication Technology (ICT) infrastructures in the areas of
e-business, e-government, and e-health are of significant impact for the core busi-
ness of the AVANTSSAR industrial partners. More generally, these application
areas are critical elements of Europe’s industrial portfolio. The pivot point for this
deliverable turned out to be the following one: to select from those areas a proper
assortment of diversified application scenarios with heterogeneous security and
trust requirements.

2.1 E-Business
In the emerging global economy, e-business has increasingly become a necessary
component of business strategy and a strong catalyst for economic development.
The integration of ICT in business has revolutionized relationships within organi-
zations and those between and among organizations and individuals. Specifically,
the use of ICT in business has enhanced productivity, encouraged greater customer
participation, and enabled mass customization, besides reducing costs.

E-business applications include commercial and administrative processes, but
also automation, logistics and others, empowered by information systems. They
allow enterprises to link their internal and external processes more efficiently and
flexibly, to work more closely with suppliers and partners, and to better satisfy the
needs and expectations of their customers. Integration is at the core of e-business:
application-to-application (A2A) integration within and between enterprises, inte-
gration with database engines, automated interaction with customers and suppliers
(e.g., across firewalls) resulting in B2B integration, etc.

It is intuitive that the complexity of this application area brings along a large
variety of requirements that in turn will determine various families of problem
cases. We have identified a large number of families of problem cases related to
e-business: federation, authorization policies, accountability, trust management,
workflow security, privacy, application data protection, and communication secu-
rity.

2.2 E-Government
Today’s Internet does not offer simple and cost-effective authentication proce-
dures and security services for e-government purposes, despite very few excep-
tions in restricted environments or applications. By contrast, electronic transac-
tions over the Web need to have the legal binding, certainty, and liability that is
now common for surface mail or, more generally, for other types of paperwork.
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Acceptance or trust in the security of remote communications for what con-
cerns the administration of citizens is crucial for the social modernization effect
that the Internet can potentially bring forward.

The following families of problem cases belong to this application area: feder-
ation, authorization policies, accountability, trust management, workflow security,
privacy, application data protection, and communication security.

2.3 E-Health
The e-health area is complex. A typical scenario in this area involves a multi-
tude of actors (patients, doctors, social workers, external service providers, phar-
macies, health insurances, etc), of devices (health-care terminals, personal com-
puters, PDAs, phones, VPNs, central servers, etc.) and of databases containing
patient data.

There typically also are softwares that cooperate remotely to enhance and help
the daily lives of patients as well as the quality, effectiveness and cost-efficiency
of health care systems and institutions. One basic and general requirement in this
area is that patient health data, their electronic prescriptions, their treatment bills,
and other health-related information all need to be protected against disclosure
and manipulation.

A number of families of problem cases are relevant to this area: federation,
authorization policies, accountability, trust management, privacy, application data
protection, and communication security.
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3 Application scenarios
This section lists all scenarios studied within AVANTSSAR, along with their se-
curity and trust requirements and their corresponding contributions to the families
of problem cases for each scenario.

3.1 Banking services
Banking services offer a paradigmatic scenario in the e-business application area
as they highlight how the coexistence of flexibility on one hand and security and
trust on the other often becomes contradictory. If banking applications are ex-
pected to be flexible to fulfill the needs of all involved parties, such as bankers,
partners, customers and investors, they are also required to strictly meet a variety
of security and trust requirements. Such a variety is in fact very large. For ex-
ample, particular requirements concerning separation of duties, secure logging of
events aimed at auditing, non-repudiable actions, digital signatures, etc, need to
be considered and satisfied in order to comply with the current regulations.

One of the core processes of a banking scenario is the loan origination pro-
cess, which formalizes a bank’s evaluation of a customer’s request for a loan. Its
description is partly borrowed from the European FP6 Project “Serenity” (System
Engineering for Security and Dependability, [20]), which aims at enhancing secu-
rity and dependability for Ambient Intelligence ecosystems by capturing security
expertise and making it available for automated processing. As AVANTSSAR
concerns the validation of security and trust aspects, the present deliverable re-
quired a much deeper investigation about the loan origination process in order
to define its security and trust requirements and the related problem cases. Be-
low, the scenario is first described in its participants and their interaction (sub-
subsection 3.1.1). Then, its security and trust requirements are stated (subsubsec-
tion 3.1.2), and after that several families of problem cases are introduced (starting
with subsubsection 3.1.3).

3.1.1 Scenario definition

We focus here on a banking scenario and more specifically on a typical loan orig-
ination process. The necessary assignments of rights, roles, and tasks will be con-
sidered from the security and trust standpoint, which is central to AVANTSSAR.
A more detailed explanation of the loan origination process goes beyond the scope
of this deliverable and the interested reader should consult [19].

Loan origination is a bank’s business process to formalize, evaluate and possi-
bly accept a customer’s request for a loan. The bank carries out a careful evalua-
tion of the customer’s credit worthiness through internal mechanisms and external
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agencies called credit bureaus. A credit bureau is a third party business partner
of a financial institution that processes, stores and safeguards credit information
of physical individuals or industrial companies. Credit bureaus gather data from
various sources and cross-check and match the data for accuracy. Some of these
sources include publicly available records (courts and deeds offices) and credit
account details (from credit grantors or subscribers).

Credit grantors in turn are companies such as banks, retailers and any other
organizations whose business includes credit. They are also called ‘subscribers’
because they subscribe to the credit bureau in order to collect, submit, use and
share the information held in the database management systems. They use the
information from the credit bureau to make decisions on whether or not to grant
credit, in terms of their own credit granting policies.

Let us now outline a typical story of this scenario. John is a single man 25
years old. Recently, he was appointed as teacher in a primary school on a perma-
nent contract. His gross salary is about 25,000 C per year. Before getting this job,
John was a student and he was living at his parents’ house. Though he gets on
well with his parents, he realizes it is time to move forward and to obtain his own
independence. By coincidence, a friend of John’s who is about to move abroad
advertises his flat for sale and he proposes John to buy it. The price, 100,000 C,
and the status of the flat lead John to the conclusion that it would be really an
opportunity. Despite the fact that affording this expense will require some efforts,
John decides to go for it. Since he was a child John is saving money on a bank
deposit account opened by his parents at the BBB bank. At the moment, John’s
account exhibits a positive balance of 10,000 C. Therefore, John decides to apply
to BBB bank for a loan of 90,000 C. On the basis of John’s positive records, it
seems fair to expect that the bank will grant him the loan.

It is useful to introduce the actors that will participate in the scenario before
the detailed description of its scenes.

BBB bank is headquartered in London and is one of the largest banking and fi-
nancial services organizations in the world. BBB’s international network
comprises over 9,500 offices in 76 countries and territories in Europe, the
Asia-Pacific region, the Americas, the Middle East and Africa. Through an
international network linked by advanced technology, including a rapidly
growing e-commerce capability, BBB bank provides a comprehensive range
of financial services: personal financial services; commercial banking; cor-
porate, investment banking and markets; private banking; and other activi-
ties.

John is a single man 25 years old. He has a permanent work contract, earning
about 25,000 C per year. He needs a loan to buy his flat. He plays the role
of the customer of the BBB bank.
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Peter is a rather new BBB bank employee as he was only hired two years ago.
He works as a pre-processing clerk. The pre-processing clerk is responsi-
ble for receiving and identifying the customer. He has to launch the loan
origination process and check data of the customer information file.

Paul is a 10 years experienced BBB bank employee and he plays the role of the
post-processing clerk. The post-processing clerk is mainly responsible for
performing all banking transaction for the customer and checking the credit
worthiness in case of a loan.

Ted is a manager in the BBB bank. He is responsible for leading a local agency of
the BBB bank. He can be involved in all the critical steps of the loan orig-
ination process but he usually intervenes only when the situation requires
his approval or supervision.

William is the general director for the BBB bank. A general director manages
the entire bank.

Credit bureau is a third-party business partner that processes, stores and safe-
guards credit information of physical persons and industrial companies. It
provides the BBB bank with information about the credit worthiness of
John.

BBB bank Internal Computer System includes the information files for the cus-
tomers and a software for calculating the price of a bundled product. Each
customer information file stores all information about a customer, such as
saving accounts, current account, shares and obligations, loans, etc.

Greg is the specialized clerk for enterprise account. This clerk is required by the
BBB bank to process loans for enterprises.

Jack is the private banking manager. He offers adapted services for rich and
important customers.

The loan origination process comprises four scenes, as outlined in Figure 1.
Some interactions between the sub-processes are indicated. The figure also de-
picts where each sub-scene takes place, along with the participating actors and the
back-end applications.

Scene 1: John goes to the bank. At the BBB bank, John is introduced to Peter,
the bank pre-processing clerk. John explains to Peter his situation and his inten-
tion to buy a flat by means of a loan covering 90% of the flat’s cost. As Peter
needs to retrieve John’s data from the customer information file, John authorizes
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Figure 1: The loan origination process and its sub-processes
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him to do so by means of his electronic signature. BBB is subscriber of a credit
bureau, and it is therefore likely that this authorization also includes a standard no-
tification and consent clause to notify John that personal information and payment
behavior may be accessed by and supplied to a credit bureau for risk management
purposes.

Peter processes John’s confidential data. The history of John’s bank account
is definitely regular. Moreover, John has been a BBB’s customer for a long time
and so have his parents. In addition to this good saving profile, the most important
credential for John is the permanent and stable job position he has recently ob-
tained within a public administration. In conclusion, Peter’s feedback on John’s
credentials is extremely positive at this stage. These comments are signed by Pe-
ter and reported in both the customer information file and the process log. The
loan origination process can move to the next phase.

Scene 2: The bank checks John’s credit worthiness through a credit bureau.
However, the inspection carried out by Peter is not enough to provide the level of
assurance required by the BBB bank and John still has to interact with the post-
processing clerk. This clerk is responsible to double check the credit worthiness
of John by means of a more comprehensive risk analysis involving a larger set
of data including sums of liabilities, sums of assets, third-party loans, reasons for
rating, etc.

It must be noted that the majority of this data is collected and maintained by
institutions different from BBB. The access to this information is regulated by
appropriate collaborative services. These services behave accordingly to precise
security policies defined and enforced through an authorization infrastructure that
relies on pre-existing trust relationships between the data owner and the BBB
bank.

Paul is chosen for this task and, because John required less than 1 million C
as a loan, Paul’s manager is not required to take over. Paul proceeds in the post-
processing phase by querying the credit bureau first and the internal rating ap-
plication afterwords. When Paul stores the resulting positive scores, the process
can move on to its third phase. In case of negative scores, Paul’s manager would
complete the request assessment.

Scene 3: The bank calculates the price for the bundled product. Paul has to
choose the most appropriate bundled product for John among those available in
the product database. He queries the pricing engine service to compute a price for
the bundled product (notice that this query does not need the real identity of the
customer as an input). The result in some intelligible form, quoting for example
original price, customer segment special conditions, customer company special
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conditions and asset limit for price, is returned to Paul and then proposed to John.

Scene 4: John and the bank sign the form. John is now introduced to Ted,
a manager of the BBB bank, to discuss the bundled product in more detail and
to finalize the process. After some negotiations, John and Ted finally come to
an agreement on the loan conditions. The contract is digitally signed using the
respective secure signature creation device (SSCD) of John and Ted. A copy of
the contract is printed for John’s own record.

When the contract is signed, Ted updates the BBB information system with
the remaining data. Finally, he provides John with a formal document stating that
the amount of the loan will be credited to John’s bank account in due time.

3.1.2 Security and trust requirements

This section lists the security and trust requirements for the banking services sce-
nario. Therefore, the sub-processes forming the loan origination process that were
discussed above will have to be scrutinized exactly in terms of security and trust.
It must be remarked how privacy often steps in as an important aspect of security
and trust. In the following, the requirements are grouped by sub-process, so it is
useful to continue reading with a glance at Figure 1.

The Personally Identifiable Information (PII) is particularly important from
the trust perspective. PII is “any piece of information which can potentially be
used to uniquely identify, contact, or locate a single person” [17] and therefore
not everyone should be trusted to handle it. For example, in the banking scenario
the primary PII of a customer typically is his passport or identification number. It
is important to distinguish the PII from other private information such as gender
or political preferences. It is understood that the current social context imposes
any banking decision to only be taken upon the PII. This abstract requirement is
expressed below by a few requirements concerning privacy.

Input Customer Master Data.

1. The customer shall authorize (some of) the bank representatives to handle
his PII privately: they shall not disclose the PII to anyone without the cus-
tomer’s explicit consent. No-one except these bank representatives shall
access the customer’s information file without requesting and obtaining the
customer’s explicit authorization.

2. The pre-processing clerk, who assists the customer in this sub-process, shall
not note the customer’s PII anywhere else than in the customer’s informa-
tion file.
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3. The customers’ information files shall be managed within the bank’s in-
ternal computing system, which shall be certified according to established
security evaluation standards such as the Common Criteria (CC) [8].

4. Any form of customer’s authorization shall be provided by the customer’s
signature, either in digital or in classical form.

Customer Identification.

5. If the customer is a private citizen, his PII shall be verified by the pre-
processing clerk who carried out the previous sub-process.

6. If the customer is an industrial customer, his PII shall be verified by the
specialized clerk for enterprise account.

7. If the loan exceeds 1 million C, customer identification and all subsequent
sub-processes shall be performed by the private banking manager responsi-
ble for the very important customer.

Check Credit Worthiness.

8. There shall be no fraud exploiting combinations of pre-processing and post-
processing. This often amounts to requiring that for each process the person
acting as post-processing clerk differs from the one acting as pre-processing
clerk.

9. The customer shall authorize the bank to transmit his PII and his finan-
cial information to credit bureaus and their respective delegates for external
evaluation of his request.

10. The credit bureaus shall not be able to process the bank’s query about the
customer without receiving the customer’s authorization from the bank.

11. Information exchanges between the BBB bank and the credit bureaus shall
ensure confidentiality, integrity and mutual authentication. (It is worth notic-
ing that in most of cases this information exchange concerns customer’s
sensible data.)

12. The credit bureaus shall ensure that access to credit profiles is only granted
to those authorized by the customer.

13. The credit bureaus’ IT infrastructure shall be certified according to estab-
lished security evaluation standards (e.g., the Common Criteria).
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14. The credit bureaus shall retain the customer’s PII for no more than a fixed
period of time, which is three years for non-fraudulent data.

15. The credit bureaus shall not seek or maintain any private information ex-
cept the customer’s PII. (For example, race or political opinions are not of
financial nature and therefore irrelevant to evaluate credit worthiness.)

Check Rating.

16. There shall be no fraud exploiting combinations of internal and external
ratings of the customer. For instance, if response from the credit bureau
is negative, then the post-processing clerk who performs the internal rating
shall differ from the one who contacted the credit bureau.

17. If the internal rating is negative, the post-processing clerk shall inform the
manager, who shall validate the outcome.

Choose Bundled Product.

18. The outcomes of the internal and external ratings shall in no circumstance
be published.

19. If both internal and external ratings are negative, then, if the manager still
wants to grant the loan, he shall seek approval from the general director.

Price Bundled Product.

20. The customer’s PII shall not be sent to the pricing engine of the bank’s
internal computing system.

Print Opening Form.

21. A fair non-repudiation of the signature of the contract shall be ensured to
both parties.

22. If the loan exceeds 1 million C, the manager shall sign the form instead of
the post-processing clerk.

23. Appropriate cryptographic techniques shall be used to store the contract so
that only the bank’s representatives that are authorized can access it.

24. Appropriate cryptographic techniques shall be used to store the contract so
that it cannot be modified without the customer’s authorization.
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Some of the requirements listed above are non-technical requirements that are
intangible to formal methods. In detail these requirements are:

• Requirement 2 and 18 are non-technical requirements. For example, it is
not possible to technically prevent the pre-processing clerk from noting the
customer’s PII anywhere else but in the customer’s information file once
the pre-processing clerk has the information in his mind. A possible orga-
nizational solution is to put a dedicated instruction into the clerk’s contract
of employment defining the terms of PII handling the clerk must adhere
to. The same holds for Requirement 18. Of course, adequate authorization
policies can constrain the access to confidential internal and external ratings,
but the main issue of this requirement can only be solved organizationally
by, e.g., signing a non-disclosure agreement.

• Requirements 3 and 13 are non-technical as well such that they have to be
handled on the organizational layer. Nevertheless, security certification may
improve the trust of the customer on the bank.

Though the security certification process itself cannot be formalized, we
can model the result of it, e.g., by introducing a trusted third party stating
whether a certain system has been certified according to the CC.

It is important to remark that all requirements stated so far are security require-
ments. A broad notion of security is being applied here, including confidentiality,
privacy, authentication, non-repudiation and dependability. Trust requirements re-
quire special consideration, as they can be informally denoted as pertaining to a
principal’s level of certainty about a certain fact.

For example,

“the customer shall trust that the his/her information file shall be
managed within the bank’s internal computing system, which shall be
certified according to established security evaluation standards such
as the CC.”

requires a high level of certainty to the customer about the fact that the bank will
not abuse of its role and will properly treat the customer’s sensible information.
This also requires that the bank’s system has been certified to work fine. This trust
relation between the customer and the bank is normally established by means of
laws, liability contracts, mandatory auditing processes, etc that strongly discour-
age the bank to behave improperly. Reputation systems and certification author-
ities can also be used to establish and manage trust relations within the involved
entities.
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We observe that each security requirement stated above can be lifted over a
principal’s trust whenever the requirement’s subject (in the grammatical sense)
differs from the principal and the principal cares for the requirement’s object (in
the grammatical sense). The example just given demonstrates how to lift require-
ment 3 over the customer’s trust. In general, it is clearly meaningless to lift a
requirement having a principal as subject over the trust of the same principal be-
cause arguably each principal trusts himself. For example, it would be pointless
to lift requirement 3 over the trust of the bank’s internal computing system or of
the bank itself (which is assumed to trust his internal computer system to work as
expected unless the bank opts for outsourcing the management of such a system).
By contrast, it is meaningful to lift the same requirement over the customer’s trust,
producing the requirement in italics. Lifting a requirement is also pointless if the
principal has no interest in the objects of the requirement. For example, the credit
bureau has no interest in the bank’s internal computing system, but the customer
has interest in how his/her data are exchanged between the bank and the credit bu-
reau. Requirement 11 can thus be lifted over the customer’s trust on both the bank
and the credit bureau. According to this requirement, the bank and the credit bu-
reau are basically asked to exchange securely the customer’s sensible information.
The customer’s perception of this security measure can be expressed by means of
the lifted trust requirement

“the customer shall trust that information exchanges between the
BBB bank and the credit bureaus shall ensure confidentiality, integrity
and mutual authentication.”

Interesting enough, a possible way to fulfill this trust requirement would be the
AVANTSSAR Tool that, after validating the security requirement 11, acts as a
trusted authority and issues a corresponding certificate that the customer can check.

Notice how the lifting approach can be applied on both non-technical (e.g.,
lifting of requirement 3) and technical (e.g., lifting of requirement 11) security
requirements.

Therefore, if we lift the requirements stated above, except those with the cus-
tomer as subject, over the customer’s trust, then we obtain a set expressing the
total customer’s trust that the whole loan origination process enjoys the necessary
security conditions. The same can be done with the bank, producing yet another
set of trust requirements. The trust requirements considered in this deliverable can
always be obtained by lifting.

The requirements introduced here produce a variety of problem cases. These
problem cases are grouped into several families of problem cases and are pre-
sented in the next sections. Each problem case in a family is described according
to a simple template whereby the problem case and the requirements that produced
it are stated first, and then a possible solution to the problem is hinted at.
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3.1.3 Authorization Policies

Access Control. In computer security, authorization policies are used to restrict
the access to resources, e.g., files, computer programs, computer devices, and
functionality provided by computer applications or services, only to those prin-
cipals permitted to use them. Principals can be human, computer programs, ser-
vices, or other devices. For example, if the customer formally authorizes some
bank representative to enter his PII into the customer’s information file, then
the authorization policy will allow that representative to access and modify that
file. Policies should always be modeled based on the principle of least privilege,
i.e., consumers should only be granted permissions they need to accomplish their
tasks. Authorization depends on the correct authentication of customers which is
a separate task that has to be done before authentication.

The requirements of the banking scenario raising problem cases that can be
addressed by authorization policies are originating from the need to handle the
customer’s PII and private information in accordance with the customer’s privacy.
The PII cannot be disclosed or generally used without the customer’s explicit con-
sent, as stated by requirements 1, 4, 9, 10, 12, and 23.

Solving this problem requires a variety of measures. Because the customer’s
PII is to be handled by a number of bank employees, credit bureaus and repre-
sentatives, the customer must sign an agreement to explicit authorize these in-
formation flows (but this is an organizational task that will not be captured by
AVANTSSAR, just as the following task.). The bank and the credit bureaus must
not operate outside the agreed terms. The access to PII and private data can be
restricted using existing authorization mechanisms like access control lists or ca-
pabilities. Cryptographic techniques can be used to restrict access to confidential
data, too.

3.1.4 Accountability

Non-Repudiation. Requirement 21 produces the problem case of non-repudiation
of contract signing. Non-repudiation means that it must be ensured that, towards
a third party, none of the signers of a contract is able to repudiate the signature in
a dispute later on (non-repudiation of origin and non-repudiation of receipt), or to
refuse the validity of the contract (non-repudiation of content).

This kind of problem can be solved using a combination of digital signatures
to sign a document (more detail in subsection 3.5) and fair-exchange protocols.

3.1.5 Trust Management

Service-oriented computing is particularly suited to support collaborative work,
with each of the collaborators being represented by a (set of) service(s) that estab-
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lish a coalition to achieve a common goal. It is characteristic of such a coalition
that not all of the collaborators know each other in advance, so that trust becomes
crucial: each of the involved principals has to be convinced that the others behave
according to the rules of the coalition, which indicates that they abide by the secu-
rity policy defined for the coalition. The establishment of such a coalition may be
dynamic, meaning that the coalition is born exactly to reach a goal, and dissolves
when the goal is reached.

The security policy defined for the coalition is often the result of a negotiation.
Upon the formation of the coalition, the services representing the individual enti-
ties present proposals and follow a negotiation protocol to achieve a consensus on
the security policies to be enforced by the coalition. The negotiation strategies are
part of the service specification, and they are guided by the local security policies
of the services. Such strategies take the trust level of the services into account: the
more trusted a service is, the more willing are the collaborating services to accept
a proposal from that service.

The scenario we are currently studying rests on a coalition of principals. The
customer, the bank and its representatives, and finally the credit bureau form a
coalition whose goal is to decide the granting of a loan. It is clear that a positive
decision is a common aim, because it provides value to the customer and profit
for the remaining parties. However, a negative decision is equally desirable for
everyone when it becomes necessary to impede inconvenient business.

The coalition in this scenario is mostly static, as the bank typically has es-
tablished collaboration relationships with specific credit bureaus. The dynamic
aspect is represented by the customer who joins the coalition to request the loan.
Strictly speaking, there ought to be a policy negotiation for the newly-formed
coalition (despite its static kernel) but in the real-world this phase is essentially
emptied. The customer is typically required to sign a pre-established authoriza-
tion form whereby he authorizes the bank representatives and a fixed list of credit
bureaus to handle his private data appropriately, that is privately.

Because of the simplified negotiation, one wonders whether the loan origina-
tion process has significant requirements in terms of trust, producing non-trivial
problems that can be addressed by trust management. The answer is still affirma-
tive, due to a number of requirements seen above (subsubsection 3.1.2), which are
pinpointed in the sequel of this subsection. However, before the problem cases in
this family can be defined and solved, the general techniques to managing trust
must be introduced. Here, we introduce and describe the three main techniques
we outlined in the project proposal of AVANTSSAR.

Trusted Third Parties (TTPs) assert security properties (like the ability to en-
force a particular policy) to a service. If the TTP is actually trusted by an
entity, its assertions are accepted as valid. Attribute certificates are a means
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to establish trust through TTPs.

Event histories are evaluations of previous engagements between the involved
entities (and the services representing them). Such evaluation results are
used, together with the current context, to assess the trust to put on each
other.

Reputation systems extend the above to the use of trust evaluation results for
a population of services. Evaluation results are collected and published
through the reputation system, so that each service can use them to evaluate
its own trust assessment.

The natural focus of our project lies exactly upon the techniques that are used
for managing trust rather than on the algorithms or logics that provide the actual
evaluation results. In consequence, solving a problem case in this family requires
choosing and tailoring one or more of the three techniques stated here for trust
management.

The customer does not necessarily know the bank or the credit bureaus as se-
cure and trustworthy institutions. Due to more stable collaborations between the
bank and the credit bureau, the trust between them should be no issue. Trustwor-
thiness in this context can be seen as honesty in doing business, that is to avoid
exaggerate speculation. It is widely acknowledged that trustworthiness can be
ensured not only by ethical codes of conduct but also by the open market com-
petition. In brief, the customer would like to be able to believe that the bank is
not tremendously speculating on his loan offer. Also, he would like the entire
transaction to be secure in the general computer security sense, namely at least
authenticated and confidential.

The customer’s establishment of the bank’s trustworthiness is a problem of
trust management, meaning that appropriate trust management techniques can ad-
dress it successfully. Precisely, it is the problem of meeting the security require-
ments 3 and 18 together with those obtained by lifting the requirements for the
current scenario (subsubsection 3.1.2) over the customer’s trust. As stated above
(p.18), the requirements that can be meaningfully lifted over the customer’s trust
are those whose subject is not the customer. For example, lifting requirement 5
produces the meaningful requirement “A customer who is a private citizen trusts
the bank to verify his PII through the pre-processing clerk who carried out the
previous sub-process”. Because this problem case is about the customer’s trust on
properties of the bank, also those requirements whose subject is the credit bureau
are not to be lifted, as they would not contribute to the definition of the problem.
In brief, this problem case originates from the security requirements listed here
(i.e., 3 and 18) along with the trust requirements obtained by lifting the scenario
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requirements whose subject is not the customer or the credit bureau over the cus-
tomer’s trust.

Even though some of the stated requirements are non-technical—as already
mentioned—trust management can be used as an instrument to provide confidence
for the customer, that these requirements are fulfilled. For example, a reputation
system may offer the customer indications of how the bank performs in the area of
loans, as a number of other customers perceive. The techniques of TTP and event
histories may be combined into a TTP that exposes event histories as a trusted
service. The service might offer the details of a variety of loans previously decided
by various banks, which would help the customer in his own trust assessment. Of
course, all details would be anonymized.

3.1.6 Workflow Security

A workflow is a collection of tasks that together achieve a particular business goal.
More precisely, a workflow defines the individual tasks, the control flow between
them, the parameters passed between the tasks upon initiation and completion,
and the constraints applying. Tasks are assigned to users being responsible for
their execution, and a workflow typically involves the activities of multiple users
through appropriate task assignments.

The security requirements of the banking services scenario induce two differ-
ent problem cases in this family: flow control and separation of duties.

Flow Control. Flow control means the problem of enforcing obligations in a
workflow. Those obligations requiring for, e.g., task supervision are clearly re-
lated with security and trust. A number of requirements cause this problem case.
These are requirements 5, 6, 7, 17, 19, and 22. The enforcement of obligations
in the workflow is the problem of ensuring that specific portions of the workflow
exist. If specific portions do exist, then they provide a meta-level enforcement of
obligations because they rule out all inadmissible portions.

As a hint at the solution, these problems can be addressed by designing the
workflow accordingly to what each problem requires. For example, requirements
5, 6 and 7 raise obligations on which principal performs customer identification.
These can be enforced by a dedicated workflow portion embedding a case anal-
ysis. Likewise, addressing the problem raised by requirement 19 for example,
demands a flow that involves the general director. On top of this, techniques of
workflow simulation would obviously be necessary.

Alternatively, obligations can be expressed as rules and enforced by means of
rule engines. This is specially suited for those situations where flexibility in the
workflow is required without changing the workflow itself. For instance, many
banks might follow the same workflow for the loan origination process, but they
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might need to customize it. E.g., different country regulations might demand for
some customization, but rather than having a different workflow for each different
country, we can have a single workflow and to act on the rules to customize it
according to the country (e.g., if the country is Italy, then data retention time at
Credit Bureau must be three years; if the country is Germany, then it must be five
years; etc).

Separation of Duties. This problem case is raised by requirements 8 and 16. We
use requirement 8 in the following to explain the problem, i.e., to prevent a fraud
that exploits a combination of the pre-processing and post-processing phases. The
preprocessor, who essentially deals with customer identification, may for example
have his best friend as customer. If that preprocessor also acts as post-processor
for the same customer and the same loan request, then he may decide to act ille-
gally to favor his friend.

Such problems can be faced using separation of duties techniques, i.e., context-
dependent limitations of a principal’s authority to prevent (in)advertent error and
fraud. Separation of duties can be seen as a design principle for the protection
of information in computer systems and a mechanism to control fraud and ensure
the consistency of the data objects. Separation of duties concerns with dividing
the responsibility about sensitive information so that no individual acting alone
can compromise the security of a business process. A simple way to enforce a
separation control is to prevent a single principal to own all the necessary autho-
rizations for each required step of a process. A more relaxed alternative would be
to prohibit him to perform all the steps on his own. This is sometimes referred to
as a dual control or four-eye principle, since two or more people are needed for
the execution of a critical process. The problems that no-fraud requirements cause
are solved by separation of duties by a careful user-to-role assignment strategy of
one of the following five kinds.

I. A principal must not be a member of any two exclusive roles (static separa-
tion of duties).

II. If a principal is a member of any two exclusive roles, then he must not acti-
vate them at the same time (dynamic separation of duties).

III. If a principal is a member of any two exclusive roles and activates them
at the same time, then he must not act upon the same object through both
(object-based separation of duties).

IV. If a principal is a member of exclusive roles, then the set of authorizations
acquired over these roles must not cover an entire workflow (operational
separation of duties).
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V. If a principal is a member of exclusive roles, and the set of authorizations
acquired over these roles cover an entire workflow, then the principal must
not use all authorizations on the same object (history-based separation of
duties).

Solution I is clearly static because it only relies upon the assignment of in-
dividuals to roles and the allocation of tasks to roles. All other solutions are
dynamic, as they can only be enforced during an instance of the workflow, that is
at run time. Such a distinction can be easily motivated and demonstrated: “The
objective behind dynamic separation of duties is to allow more flexibility in oper-
ations. Consider the case of initiating and authorizing payments. A static policy
could require that no individual who can serve as payment initiator could also
serve as payment approver. This could be implemented by ensuring that no one
who can perform the initiator role could also perform the approver role. Such a
policy may be too rigid for commercial use, making the cost of security greater
than the loss that might be expected without the security. More flexibility could be
allowed by a dynamic policy that allows the same individual to take on both initia-
tor and approver roles, with the exception that no one could authorize payments
that he or she had initiated”[11]. It can be seen how the problem of preventing
fraud is solved dynamically by using both role and principal identifier in autho-
rizing tasks: even if a principal can take both initiator and approver roles, he will
not be allowed to both initiate and authorize a payment.

Solutions get more and more flexible from II through to V—and V also is the
most recent version introduced in the literature [21]. They can variously address
problems deriving from fraud-prevention requirements, as we shall see with the
next two problem cases.

3.1.7 Privacy

Although privacy is a concept used in various contexts with often changing mean-
ings, its most general definition appears to be as follows: “the right of an individ-
ual to decide when and how sensitive personal information should be revealed”
[14]. In consequence, a scenario that sees all principals purposely and gladly pub-
lishing their fingerprints etc. does not contain any problem cases in this family, as
the principals themselves decided to authorize access to their information.

It is important to remark that private information may either be static or dy-
namic. The former is what characterizes a principal since its birth, such as name-
surname, gender, hair color, iris layout, fingerprints and so on. As outlined above,
static private information may be further split up into PII and non-PII. It is clear
that while the iris layout is PII because it uniquely pinpoints the principal, his hair
color is not, and his race either.
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Dynamic private information of a principal is any private information that the
principal is not born with. For example, anything that he chooses to buy or to enjoy
or to believe in qualifies as dynamic private information. It is easy to convince that
dynamic private information is dramatically important to business in general. One
paradigmatic example is the constant monitoring of supermarkets over their sales,
which leads to reducing the prices of specific products during certain times of the
year or even during certain daily time windows.

It seems interesting to the subsequent development of AVANTSSAR that pri-
vacy in abstract terms boils down to associations. If a customer sends to a mer-
chant a message stating “Coca-Cola”, then an attacker may violate the customer’s
privacy by noting down the association customer/merchant/Coca-Cola. This also
demonstrates the subtle difference between confidentiality (secrecy) and privacy.
The name of the popular drink is in fact public, so confidentiality is not an is-
sue here. However, its association to the specific pair customer/merchant is the
sensitive information, which indeed belongs to the customer’s dynamic private
information.

Apparently, authorization policies are one possibility to face privacy require-
ments, see subsubsection 3.1.3. Requirements being subject to privacy and au-
thorization policies are always classified into the most specific family of problem
cases to avoid unnecessary complexity. I.e., in this subsection, only privacy re-
lated requirements are handled that are not tackled by authorization policies. We
will describe the various problem cases subsequently.

Data Austerity. Data austerity means that when accessing a service, as few per-
sonal data and other application-related information (if any at all) may be collected
as technically and organizationally possible. In other words, a service is only al-
lowed to collect data that is absolutely necessary to accomplish the service. There
are several country-specific legal requirements concerning data austerity that ser-
vices have to comply to. Since data austerity avoids the acquisition of, e.g., PII, it
is the most effective protection of privacy.

In the context of the banking scenario, data austerity is relevant to the loan
origination process. To make sure, that an external rating of a credit bureau is
calculated without any discrimination based upon private information other than
PII, such as gender, race, political opinions and the like, only PII must be used, see
requirement 15. Another requirement raising a very similar data austerity problem
is requirement 20.

Incidentally, it seems desirable in the present social setting to state the same
requirement about the bank, although most banks still at present do appear to
record the customer’s gender.

Solving this problem case requires the bank not to disclose any non-PII to a
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credit bureau. Additionally, it requires the credit bureaus to sign a declaration
that they will not seek other static private information beyond the PII. This signed
agreement must be made available to the customer.

Whenever such information is stored in the system of the bank for plausible
reasons such as statistics, the authorization policy shall keep it secret from any
principals involved with the customer’s rating. Therefore, the policy shall make
sure that at least the post-processing clerk is prevented from accessing non-PII
static information about the customer.

Data Oblivion. Another privacy-issue for customers is the right of oblivion,
i.e., the right to erasure of obsolete data. Just as data austerity, there are several
country-specific regulations on data oblivion. Requirement 14 demands that credit
bureaus store PII for not longer than three years.

A possible solution to this problem is the definition of appropriate policies
stating how long data is retained. Currently, the enforcement of such policies
could be done by a legal framework or bureaucratic controls.

3.1.8 Application Data Protection

Data Integrity. Requirement 24 raises the problem of application data protec-
tion, more precisely, the protection of the integrity of the signed contract. In
contrast to subsubsection 3.1.9, data must not be protected only a short time dur-
ing transportation, but as long as the contract is stored in a computer system. For
the customer as well as for the bank it is crucial, that neither the bank nor the
customer alone is able to modify the contract without mutual agreement.

A threshold cryptography access mechanism can be used in this context so
that the secret that is necessary to modify the contract is split into (at least) two
portions. One is given to the bank and its employees, the other to the customer.
Modification of the contract then requires both portions to be submitted. The cus-
tomer’s portion is only stored in a smart card or smart token that is given to the
customer and nowhere else. However, accessing the contract without permission
to modify it can be done by supplying the bank’s portion alone. Another possibil-
ity would be to consider, as in OpenTrust’s digital contract signing 3.5.1 a trusted
third party that will protect the loan agreement and ensure it is only accessed in
ways agreed upon by the customer and the bank.

3.1.9 Communication Security

A communication security problem case is raised by requirement 11. Communi-
cation security may mean that during transportation of data, one or more of the
following three security needs have to be fulfilled.
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Message Confidentiality. No-one except the intended recipient of a message
must be able to read the content of the message.

Message Integrity. No-one must be able to modify the contents of a message
unnoticed.

Peer Authentication. A principal is assured of the identity of its communication
partner.

The problem of communication security has been researched broadly and there
are plenty of solutions to the problem. Mutual authentication can be done using
a trustworthy certificate authority issuing digital certificates. Data confidentiality
and integrity can be assured using cryptographic techniques like encryption and
digital signatures. Another simpler possibility would be to rely on secure channels
at transport layer—such as those provided by e.g., the TLS/SSL protocol—for
communications to and from the BBB bank.
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3.2 Software Distribution Services
A very general and widespread ICT infrastructure scenario is secure software dis-
tribution (also known as software upgrade). The Siemens project partner currently
runs multiple projects that involve secure Software Distribution Services (SDS).

More precisely, we consider security and trust requirements appearing in dis-
tributing software (i.e., code and/or data: parameters, configuration data, keys,
certificates, policies, multimedia contents, navigation data, etc.) from content
providers to a potentially large and widespread set of consumers. Typical target
devices include

• safety-critical embedded systems in e.g. cars, engines, airplanes, power
plants, industrial production equipment, ...

• security critical ICT infrastructure components like routers, firewalls, mo-
bile phones, ...

3.2.1 Scenario definition

Our scenario is about “numerical control” software for robots (or other produc-
tion machines) used in industrial automation, but can be transferred easily to e.g.
airplane software distribution [18, 15]. Therefore, we describe the software distri-
bution service (SDS) scenario in a rather generic fashion.

Software items are produced by software suppliers and are initially integrated
with the target device hardware during their production at the Original Equipment
Manufacturer (OEM). Typical reasons for software upgrades are bug fixes and/or
functional extensions. To this end, the OEM collects software upgrades from the
software suppliers and ships them to software distributors, which in turn make
them available to the target owners. The owners bear responsibility for the safe
and secure operation of their target devices, and ultimately decide which software
items get loaded and installed on which device. The software may be handed
to a target operator who executes load and installation orders on the target de-
vice. Thus the software distribution process consists of several hops, and the SDS
stretches over the IT systems related to the process at each of the roles involved.
Figure 2 shows the overall flow of software items.

Distri-
butor Operator TargetSupplier

SW
SW SW

SWSW

approval

OEM SW Owner
SW

approval

Figure 2: SDS overall architecture
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Simpler scenarios are possible, e.g. where the distributors coincide with the
OEM or even with the suppliers and the owners coincide with the operators. The
transfer of software items may be initiated by basically any role, in particular by
a software supplier (pushing upgrades directly or sending notifications on their
availability) or a target operator (requesting or pulling upgrades).

3.2.2 Security and trust requirements

The typical security requirements for SDS are as follows.

Integrity of the software items and authenticity of their origin , which may be
crucial for safety or security reasons.

1. Any changes to the contents of the software items, all the way from the
suppliers to the target devices, must be detected, and manipulated items
must not be accepted. This must hold in particular between all suppliers
and the OEM, between the OEM and all target owners, and between each
target owner and its target devices.

2. Software items must only be accepted from trusted sources. For instance,
the OEM maintains a list of trusted suppliers, the target owners trust the
OEM and possibly one or more distributors, and the target devices trust
only their owner or one or more operators.

Approval of software load and installation , pertaining the soundness of the
software configuration of the target device and the freshness of the software.

3. The target owner may specify policies constraining the relation between the
type and identity of target devices, their current software configuration, and
the types and versions of software installable on them. Any such policies
must be enforced by the target operator or the target device itself. For in-
stance, the policy that existing software may be replaced only by newer
software (of the same type) aims at preventing version rollback attacks.

Protection of intellectual property for software and the commercial value of
software licenses , which implies that protected software items cannot be accessed
by parties not having a license for possessing and using them.

4. Confidentiality protection of software items all the way from the suppliers to
the target devices, such that in each step the sending node determines which
receivers are allowed to get read access to the software. For instance, the
distributors determine which software items they make accessible to which
target owners. This also involves the authenticity of the receivers.
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5. Software licenses may be issued by the distributors and must be enforced at
the target devices, such that any software item can be installed and run only
if allowed by its distributor. Licenses may have an restricted lifetime.

Accountability for various activities , which may be required for forensic and
legal reasons. In general, logs are not sufficient as evidence to a third party. Ac-
countability information may need to be very long-lived (e.g., 50 years).

6. Any local processing of software items at any role must be logged in a
secure way, for instance the initial signing of a software package at the
supplier and the inspection of the software items by the target owners. Logs
are typically stored in the SSVs or in their secure local environment.

7. Non-repudiation of origin for all nodes in the distribution chain and non-
repudiation of receipt at the target device.

For this project, payment (if any) for software upgrades is considered out of
scope, as well as content availability, which may be required for service continuity.

The distribution process may be seen as an application-level cryptographic
protocol, yet with extensions to accommodate, e.g., business process policies. The
SDS scenario involves certain dynamics and flexibility: instances of various roles
mentioned above, e.g. suppliers, may join and leave the SDS, and target devices
and other nodes may be intermittently off-line.

Trust relations can be assumed or established only between certain parties,
since for instance the OEM does not even know about all the companies ultimately
owning and running its products. Further, even if the distributor knows all its
clients (which are the target owners), it cannot trust them to run only the number
of software installations for which they have obtained a license. On the other
hand, a certain level of trust is required among the nodes in the distribution chain:
the suppliers and the OEM trust the distributors to properly enforce their licensing
policies. The target owner trusts its target operator. Each node trusts at least one
of its predecessors to provide only benevolent and correct software (unless the
node is able to independently verify the quality of software items received). In
particular, the software supplier needs to be assumed to develop and supply good
software. Therefore, we can assume or establish that suppliers can be trusted by
all other parties, in particular by the OEM. Distributors and device owners trust
the OEM. Further such trust relations are already mentioned for requirement 2.

The integrity, authenticity, non-repudiation, and authorization requirements
are typically achieved using digital signatures, whereas confidentiality is typically
achieved using encryption. Both mechanisms require public-key cryptography or
similar techniques. Key distribution is yet another (higher-level) instance of the
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core of the software distribution problem: for each node in the chain, the pub-
lic keys of trusted predecessors need to be made known in an authenticity and
integrity protected way. A trusted public-key infrastructure (PKI) is typically em-
ployed to achieve this, which in turn involves a mixture of technical and orga-
nizational protection means. Authorization typically involves role-based access
control and may involve license servers and Trusted-Platform-Module-like mech-
anisms built into the target devices or hardware dongles attached to them in order
to enforce license restrictions. Challenges include

• management of certificates and secret keys, including their creation, distri-
bution, and revocation (in case of compromise or expiration),

• trust management concerning in particular the receiver-sender relation (as
far as approval of upgrades cannot be achieved by inspection of the software
items) and the provider-customer relation,

• integration of application-level policies, e.g. version and license constraints.

For enforcing software license restrictions at the target devices, we assume for
our scenario that the OEM has equipped them with a Trusted Platform Module
(TPM). When a protected software item is installed on a target device, the device
owner registers the installation at the distributor, giving both the identity of the
software item and of the target device. At determined points in time, the TPM at
the target device sends license requests for all installed protected software items to
the distributor’s license server, and disables those software items for which it does
not receive (within a certain period of time) a license acknowledgment signed by
the distributor. Technically, this procedure is a challenge-response protocol with
replay protection.

Since public-key cryptography plays a vital role for the secure software dis-
tribution, crucial security services to be used are software signers and signature
verifiers, PKI and related auxiliary services like time stamping. Each of these
basic services has its own requirements.

The intermediate nodes in the distribution chain may just store and forward the
software items, or in addition perform some local processing, such as including
owner specific license keys or setting other target specific software parameters. In
any case, each intermediary has to check the signatures applied by the previous
node and may add new signatures. If in addition confidentiality is required, the
sender encrypts the signed message for the intended receiver. 1

In order to exploit the inherent commonalities, one may structure the SDS
into several instances of a generic signature application component called Soft-
ware Signer Verifier (SSV). Figure 3 shows an SSV instance as a “black box”

1For large amounts of software, this is usually done in a hybrid way using an intermediate
symmetric key that is encrypted with the receiver’s public key.
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in its application context. The application context consists of the preceding and
subsequent SSVs (if any) in the distribution chain and a secure local environment
in which software items may be processed locally. Each node in the above distri-

signed
SWSSV signed

SW SSVSSV

local
processing

unsigned
SW

signed
SW

secure environment

Figure 3: SSV application

bution chain runs an instance of the SSV. Each such SSV can be developed and
certified independently, or instances of one and the same SSV product can be used
at all nodes.
Each SSV instance is a service that in general offers the following functionality.

• Introduction of unsigned software into the SDS by digitally signing and op-
tionally encrypting it and making it available for other SSV instances. This
typically takes place at the supplier, yet may take place also at intermediate
nodes.

• Verification of the signature on software received from other SSV instances
(after decrypting it if needed) and of the authenticity and authorization of
the sender. This takes place at all SSV instances except at suppliers.

• Approval of the software by adding a signature and optionally re-encrypting
the software and making it available to further SSV instances. Adding a
new signature is usually done at SSV instances located at the OEM and at
the target device owner after some local processing of the software, such
as adding license information or by performing quality inspection. Such
processing is performed within the local secure environment of the SSV.

• Delivery of software out of the SDS after successfully verifying it. This
takes place at the software target.

As the target owner is responsible for its target devices, it has the special task
of managing the software configurations on the targets, i.e. deciding which soft-
ware versions may be installed on which targets. This may be implemented by
explicit signed installation approvals statements sent by the owner and interpreted

FP7-ICT-2007-1
Project No. 216471



D5.1: Problem Cases and their Trust and Security Requirements 34/96

and enforced by the operator or the target device itself. Airplane software distri-
bution typically uses out-of-band delivery for the installation approval: the target
owner issues installation orders in the form of a work order on paper, to be ex-
ecuted by a mechanic. Similar processes might apply in software distribution
systems if target devices are located in the vicinity of the owner and operator.
For our SDS scenario, administration of the target device is done on-line under
remote control of the owner sending a signed installation approval along with the
distributed software package. We assume a secure local connection between the
target operator and the target, such that the operator can enforce the authorization
for the installation of the software item at the specified target device instance.

3.2.3 Authorization Policies

Access Control. As described in subsubsection 3.1.3, authorization policies de-
termine the rules for access control, e.g. to data files. In general, they determine
which subjects may perform which actions on which objects.

Requirement 3 specifies adherence to installation approvals.
Requirement 4 prevents unauthorized read access to the software items.
Requirement 5 requires any licenses to be checked at the target.

3.2.4 Accountability

Audit Logging. Requirement 6: logging of local processing of software items.

Non-Repudiation. Requirement 7: non-repudiation of origin and receipt.

3.2.5 Trust Management

Trust Policies. Complementing the aspects introduced in subsubsection 3.1.5,
the SDS scenario contains trust management in the sense that certain entities main-
tain a list of other entities (in the form of their names and public keys) they trust.
This list may be dynamic as new entities may come into play or trust in certain
entities is revoked. Entities may rely on other entities (which they already trust)
to assert which further entities may be trusted. In this way, chains of trust can be
constructed, like in the PGP trust model [16].

Requirement 2 relies on policies that describe which sources of software items
are trusted by a particular node in the distribution chain.

3.2.6 Application Data Protection

Data Integrity. Requirement 1 specifies integrity protection for software items.

FP7-ICT-2007-1
Project No. 216471



D5.1: Problem Cases and their Trust and Security Requirements 35/96

3.3 Anonymous Shopping
3.3.1 Scenario definition

Scene 1: Shopping Privacy. We consider a typical online shopping scenario.
Alice orders a box of wine bottles at an online winery. Usually, this requires
Alice to provide her name, delivery address and credit card details. The winery’s
warehousing and delivery is outsourced to a logistics provider. Before delivery,
the winery also checks that Alice’s credit card is valid and good for the amount of
money at a credit processor service that also takes care of the money transfer. All
these entities—the winery, the logistics provider, and the credit processor—are
able to store the data of this transaction. With all the stored data they can build
profiles of their users. While there may be legitimate business interest behind this,
Alice prefers the (relative) anonymity that she enjoys when shopping in classical
off-line stores, paying cash, and taking the shoppings home by herself.2 In order to
obtain this privacy in the online world as well, Alice uses an anonymous credential
system as described in the following.

In the anonymous online shopping scenario, Alice routes all communication,
e.g. browsing the shop’s website, through an anonymity network such as TOR [10].
This is needed to prevent that the shop or an intermediate node between Alice and
the shop can link her actions by her IP-address. The technical details of this
anonymization is not our concern here, however. Alice chooses a box of wine on
the website and clicks on the check-out button. Alice may either create a fresh
pseudonym for the transaction or choose a pseudonym created in a previous pur-
chase at the store; in the former case, her actions are unlinkable, in the latter case
she may benefit from a frequent customer bargain that the shop offers (but we will
see below that such a bonus system does not necessarily imply linkability). When
she uses a pseudonym for the first time, she must first prove that she is over 18
years old in order to purchase the alcoholic beverages.

The policy of the winery says that the legal age can be proved by showing an
electronic passport that was issued by any OECD country, where the date of birth
is at least 18 years ago. Showing, however, does not mean here that Alice trans-
mits a copy of this credential to the winery, but rather she proves the possession of
such a credential. In particular, she does not reveal her name or her date of birth.

In fact, the winery needs to tell Alice in a first step that they require a proof
that she is over 18 according to an OECD passport. Let us assume that Alice
owns such a credential. Still, it is her choice whether she agrees to give out the
information the shop asks for, or rather cancel the transaction. The fact that Alice
is over 18 and is, say, a Swiss citizen is probably not very sensitive information.

2Of course, privacy and security are not perfect in an off-line store either, but automated surveil-
lance and profiling is more difficult.
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However, in some cases the set of attributes that an organization asks for may be
excessive and thus the users should be in full control of which information they
reveal about themselves.

Due to the anonymity, the shop does not know the real name and address of
Alice and thus they have no means to contact Alice if something goes wrong, e.g.,
if Alice does not pay later. In order to make actions accountable, Alice is further
required to produce a verifiable encryption of her name and the transaction data
(such as date, shop, and order ID). This message is encrypted for a trusted third
party which regulates in the case of a dispute. Alice proves to the winery that
the message is indeed encrypted for this trusted third party and contains the same
name as in her passport as well as the correct order information. Along with this,
Alice also sends a data handling policy that declares under which circumstances
the encrypted information may be revealed. (This policy is usually proposed by
the shop first and Alice accepts it hereby.)

For shipping and payment there are of course several alternatives in the system
design. In our case, for instance, using credit cards for payment allows (at least)
the credit processor to see that Alice bought goods of a certain amount from the
winery. Alternatives would be e-Cash systems that do not allow tracking of the
money spent [4]. A similar problem appears on the shipment side as an address
must be provided here. For privacy, Alice may decide to have the goods sent to a
post office near her and fetch them there using a code.

Scene 2: Credential Federation. The online winery of the previous scene is a
member of an association of online stores that have a privacy-friendly frequent
customer service (FCS). Using this FCS, one does not need to show several cre-
dentials (such as a passport for an age check and a credit card for payment) at
each store for each purchase. Rather, Alice first anonymously registers at the FCS
and obtains a credential from the FCS for shopping at any associated online store.
Alice proves to the FCS that she owns a Swiss passport according to which she is
over 18. Next, she proves that she owns a credit card issued to the same name as in
the passport without revealing this information. Further, she also proves that the
expiry date of her credit card is at least one year in the future (without revealing
the expiry date). The FCS issues a credential with a unique customer number that
certifies that Alice is over 18 years old and that she owns a (non-expired) credit
card. This credential has an expiry date of its own that is set to one year from the
current date—thus it is guaranteed to expire before the credit card does.

It is even possible to include information such as Alice’s name, credit card
number and expiry date in the FCS credential without the FCS learning these
values. This allows that Alice later proves properties related to this credential,
e.g. when putting her name into a verifiable encryption. To that end, one can use
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techniques similar to blind signatures [9]. Here, Alice transmits to the FCS some
values (e.g. her name) in a blinded form (such that the FCS cannot see the true
values). Next, the FCS creates a credential with the blinded values. Alice can now
unblind the credential such that it contains all values in clear and that it still has
a valid signature from the FCS. Note that there are several differences to existing
blind signature schemes. First, the blinding applies only to certain attributes rather
than to the content as a whole. Second, Alice also proves in zero knowledge that
the blinded values she sends correspond (modulo blinding) to values in credentials
she owns.

The FCS credential can now be used as if it were both a passport and a credit
card at all shops that accept the credentials from the FCS (i.e. that trust statements
from the FCS). As described in the requirements below, multiple uses of the same
credential cannot be linked even when the FCS and all the shops cooperate and
share their information.3

Observe that using the passport in scene 1, the winery could necessarily see
that Alice is a Swiss citizen as the Swiss government is the issuer of her pass-
port. The FCS credential does either not contain this information at all, or it is
an attribute that is not necessarily revealed when showing the credential. The fed-
eration of credentials as it was performed here can thus help to make the system
more privacy-friendly.

Scene 3: Anonymous Bonus System. Our online winery also wants to offer a
little bonus to the returning customer worth a certain percentage of all purchases.
Once more this shall be implemented in a privacy-friendly way. In a conventional
store, such a bonus system can be implemented by a paper card which has, say, 20
fields for stamping; for every 20C worth of purchases, the customer gets one field
stamped; once all fields are stamped, the customer gets 20C off its next purchase
in exchange for the stamped card.

Similarly, the online wine shop additionally issues special credentials to Al-
ice when she makes a purchase. Each of these credentials represents one stamp
from the off-line world, i.e. 20C in the example. Note that the credentials must
not contain the exact amount of the purchase, as otherwise such a credential can
easily be linked to a particular purchase. Rather, each credential represents a fixed
amount (such as 20C in the example).

Once Alice has collected enough “electronic stamps” she can use them in the
next purchase to get the bonus; to that end she must prove the possession of 20
such credentials. The requirements in this case (as described below) are that the
winery cannot link the stamps to particular previous purchases and that Alice can

3Note however that the number of users who obtain an FCS credential may be quite small (e.g.
when only Alice uses this service), giving the online shops a better chance to link actions.
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“spend” every stamp-credential only once, as the name one-show credential sug-
gests.

3.3.2 Security and trust requirements

1. Correct presentation of credentials. When a user convinces a server that
it possesses a credential with particular properties, then this user indeed
possesses credentials with these properties. This entails that also a dishonest
server cannot “forward” such a proof to another party, impersonating the
user. It further includes that one cannot forge credentials that the apparent
issuer has never issued. Similarly, also proofs about verifiable encryptions
shall be correct.

2. Privacy/Unlinkability. When a user proves the possession of a credential to
a server, then the server does not learn more about the credential than those
facts that the user deliberately chose to prove. More generally speaking, the
user maintains the control over the information it reveals and to whom.

Further, dishonest servers cannot tell whether particular actions have been
performed by the same or by different users. This holds even when several
dishonest servers collaborate. For instance, consider two dishonest servers
S1 and S2 that collaborate and where S1 has issued a credential for some
user U (acting under some pseudonym) with a property P (e.g. that the
owner is over 18). U (acting under a different pseudonym) proves to S2
that it possesses a credential from S1 with property P . We require that,
even combining the knowledge of S1 and S2, each of the certificates with
property P that S1 has issued is equally likely to be the one U has shown to
S2.

3. Accountability. In case of criminal behavior or violation of regulations, it
shall be possible to revoke the anonymity of the user performing the trans-
action in question. This can only be done under well-defined circumstances
by a particular trusted authority. Such circumstances could be the violation
of regulations that the user had accepted, or a court order in case of criminal
investigations.

4. Blind Signatures. A user can transmit attributes of a credential in a blinded
way to the issuer of a credential and later unblind the obtained credential.
The result should be the same as if the respected values were transmitted
without blinding. Similar to the correctness requirement (1), we further
require that the user can only prove that the blinded value corresponds to a
particular attribute in a particular credential if the correspondence actually
holds.
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5. One-Show Credentials. While normal credentials can be used any number
of times, a one-show credential can only be spent once.4

Note that every party of this system may potentially be dishonest (i.e., in gen-
eral no party needs to trust any other one) with one exception: for accountability,
we need a trusted third party that must be honest (since it has the power to revoke
the anonymity of users); in particular, it is part of the requirements that even sev-
eral dishonest collaborating entities (e.g. the issuer and the verifier of a credential)
cannot break the anonymity.

On the other hand, there are trust relationships between issuing and verifying
organizations. For instance, all scenes silently assume that all OECD governments
are trustworthy for issuing a passport, while some other countries’ governments
may not be trusted, and thus are not accepted for this. Similarly, in the frequent
customer scene, the wine shop needs to trust the FCS to give out credentials only
after being shown an OECD passport and a valid credit card. While these trust
relationships are important in the design of such a system, they are not directly re-
lated to the requirements of the credential system. It is a requirement, for instance,
that one cannot forge credentials (that appear as being issued by an organization
that never did), but it is not a requirement that a dishonest issuer may only sign
correct statements.

Solution: Identity Mixer. A system that is designed to achieve all these re-
quirements is the Identity Mixer anonymous credential system of IBM [5, 7, 2, 6]
that we will consider in the following. The Identity Mixer system is based on non-
interactive zero-knowledge proofs [3]. This means that one party P (the prover)
shows to another party V (the verifier) that it knows a secret with a particular
property without revealing the secret. In particular, this is used to “show” creden-
tials: for instance, a user proves to a server that (s)he owns a passport with the
property to be over 18 years old, but without transmitting a copy of the passport
or even just revealing the precise date of birth.

A subtle problem arises out of the combination of correctness and privacy
requirements: we want to ensure that only the legitimate owner of a credential can
use it (in particular preventing proof forwarding), but privacy dictates that the true
identity of the owner is not revealed and moreover the owner should be able to
act under different pseudonyms in each transaction in order to prevent linkability.
The solution of Identity Mixer to this problem is that every user has a secret value
that is never revealed, called the master secret. All pseudonyms and credentials
are based on this master secret in the sense that it is input to the construction of

4One may relax this requirement to not preventing but just detecting double-spending [5];
thanks to accountability, one can then reveal the misbehaving user.
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pseudonyms and credentials. Whenever a user wants to show a credential, (s)he
must also prove to know the master secret behind the credential — again in zero
knowledge, i.e. without revealing the master secret.

Zero-knowledge proofs are also used to verify the already mentioned verifi-
able encryptions. Namely for accountability we need an escrow of core informa-
tion (such as a user’s real name) encrypted for a trusted third party. The zero-
knowledge proof convinces the verifier that the encrypted text indeed contains
the required information and is encrypted for said trusted third party — without
revealing the encrypted information.

3.3.3 Federation

Credential Federation. Scene 2 requires the federation of anonymous creden-
tials: organizations can issue new credentials based on other credentials that the
user has shown. These newly issued credentials can contain blinded attributes, i.e.
ones that the issuer has not seen in clear. This refers to the requirements of privacy
(2) and blind signatures (4).

3.3.4 Accountability

Privacy-Friendly Logging. This problem case addresses the requirement (3)
to prevent the abuse of privacy for criminal actions. Again, the privacy require-
ment demands that we implement accountability, i.e. “logging transactions”, in a
privacy-friendly way using verifiable encryptions for a trusted third party.

3.3.5 Privacy

Anonymous Credential System. This problem case addresses the core require-
ments of this scenario. The first, on which AVANTSSAR focuses, is the main
requirement that any credential system must satisfy (even those that are not de-
signed to protect the users’ privacy): correctness (1). The second core requirement
is privacy (2). The combination of these two requirements can only be fulfilled
using advanced techniques such as the ones deployed in Identity Mixer.

One-Show Credentials. For credentials that represent a value to be spent only
once, as used in scene 3, we want to prevent (or detect) double-spending as an
additional requirement (5).
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3.4 Citizen and Service portals
E-Government (from electronic government) refers to the use of Internet technol-
ogy as a platform for exchanging information, providing governmental services
and transacting with citizens and businesses, but also between different arms of
government. One delivery model is government-to-citizen (G2C), which is con-
sidered primarily in this document. Example services in the area of G2C range
from very security-sensitive, e.g., e-voting to more security-insensitive ones like
a bulletin board for the exchange of ideas between citizens and government.

Other models are government-to-business (G2B) comprising services like e-
procurement of public authorities and electronic filing of trademark right requests
and government-to-government (G2G) for services between different arms of gov-
ernment or even between governments of different countries. G2G is not consid-
ered in this deliverable.

Within these interaction domains, typically, four kinds of activities take place:

• pushing information over the Internet, e.g.: regulatory services, general hol-
idays, public hearing schedules, etc.

• two-way communications between a government agency and a citizen, a
business, or another government agency. In this model, users can engage in
dialog with agencies and post problems, comments, or requests.

• conducting transactions, e.g.: lodging tax returns, applying for services and
grants.

• governance, e.g.: on-line polling, voting, and campaigning.

The most important anticipated benefits of e-government include improved
efficiency, convenience, and better accessibility of public services.

The development and implementation of e-government involves consideration
of its effects on the organization of the public sector and on the nature of the ser-
vices provided by the state including environmental, social, cultural, educational,
and consumer issues, among others.

An indispensable prerequisite for the success of e-government is trust, where
trust mainly refers to security and privacy. If citizens and businesses do not trust
the e-government services they will not make use of them.

In general and in particular for purposes of e-government, but also for e-
health or e-commerce, today’s Internet does not offer appropriate (simple and
cost-effective) authentication procedures and security services, except for very
limited and restricted environments or applications. Furthermore, electronic trans-
actions over the Web do not have the legal binding, certainty, and liability that have
been common for surface mail or, more generally, other types of paperwork.
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In order to overcome the existing problems, several countries of the European
Union, and in particular Germany and Austria, announced to create and main-
tain certified Citizen Portals that will support a secure communication interface
within the Internet. With them, every citizen will have a secure, personalized ac-
cess point in Internet, enabling communication with government offices, e-health
providers, and other service providers in a straight-forward, easy, and yet secure
way. From this portal citizens may access a great variety of services with dif-
ferent authentication, authorization, and protection requirements. The portal is
responsible for providing the corresponding security mechanisms and protecting
the privacy of the citizen. In particular, the person-related data (more precisely:
Personally Identifiable Information, PII) must be adequately protected and the in-
formational self-determination ensured. In other words, every individual has the
right to decide what information about her or him may be communicated to the
individual service providers and under what circumstances.

Similar portals, i.e., service portals, are expected to be provided for businesses,
to support the specific public services they need to interface with. In the European
Union, the European Directive on services in the Internal Market plays an im-
portant role in the area of G2B. This Directive sets out an ambitious program of
administrative simplification and modernization. It aims to break down barriers
to cross border trade in services between EU Member States, making it easier for
service providers, particularly small and medium sized enterprises, to set up busi-
ness and offer services in other Member States and to provide services temporarily
and/or at a distance in other Member States. Probably the most striking achieve-
ment and challenge of the Services Directive is the introduction of the so-called
Points of Single Contact: Member States shall ensure that it is possible for ser-
vice providers to complete all procedures and formalities through points of single
contact in the administration instead of having to deal with multiple authorities,
which can be quite burdensome especially for foreign services providers. Addi-
tionally, the Directive requires to make information on national requirements and
procedures easily accessible. The Services Directive Member States have made
binding commitments to deploy e-government applications by the end of 2009.

The Services Directive will lead to services related Internet portals which serve
as intermediaries in a way that a service provider’s activity will not be broken
down into partial components. The portal as single point of contact must provide
comprehensive coverage of all relevant administrative procedures.

In the following section a couple of different scenes will be sketched in dif-
ferent level of detail where Mike is using the citizen portal and a service portal to
carry out some recurring or non-recurring striking tasks most people know from
daily life.
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3.4.1 Scenario definition

Mike is a middle-aged single, living in a smaller suburb of a medium-sized town
in Germany close to the French frontier. He is a hard-working employee of a
medium sized French enterprise running 10 optical stores spread over France, and
he often feels that in his private life he is running out of time.

Scene 1: Electronic Mail – Secure and Legally Binding. Mike wants to change
the provider for his mobile telephone service. In the past he would have had to
write a letter on his computer, and then to print it. He then had to drive to the
post office in next local center, a place where parking is difficult, in order to have
the letter registered. The whole procedure would have wasted two hours of his
precious time.

Mike remembers that he has signed in at the citizen portal of his town for a new
countrywide mail service. This service offers the possibility to send and receive
electronic letters in a secure way (protection of integrity and confidentiality), and
furthermore legally binding.

Mike visits the home page of the mobile network provider and he is pleased
that the provider supports the new way of electronic mailing. The provider even
offers an appropriate form, being downloaded by Mike. He fills in the form and
stores it on his computer. He then accesses his citizen portal and logs into the
new browser based e-mail service. He chooses the service “certified mail” and
sends the form to the mobile network provider. Within a few seconds he obtains
confirmations on his mail: one from the citizen portal, the other one from the
network provider.

The whole procedure took only about 15 minutes of time. If everything dur-
ing his past relation as a customer of the network provider had worked as the
described act of service cancellation, Mike surely would have preferred to remain
a customer.

Scene 2: Annual Tax Declaration. Mike opens his mailbox at his citizen portal.
He finds an e-mail from his tax authority. He opens it, although he knows in
advance what the content of this mail is. Mike is reminded to hand in his tax
declaration for the last year.

Mike uses the service of the citizen portal to log directly into the server of
the tax authority. Thus, no additional authentication is needed. The tax service
automatically shows Mike’s tax number, and it offers a selection of forms suitable
for Mike’s needs. He starts to fill in the forms. Some time later his brother rings
up and reminds him of an appointment with some friends. Mike stores the forms
on the tax server and decides to continue the work at a later time.
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The next day, Mike is on a short business trip. Unfortunately, the meeting took
much more time than expected, and Mike misses his plane in the late afternoon.
Thus, he has to wait for two hours at the airport for the next plane. He decides
to use the dead time for continuing his tax declaration. He books a WLAN based
Internet connection and connects with his notebook to his citizen portal. The
communication channel offered by the portal provides end-to-end security. Mike
reopens the tax forms and starts to work. Although there was plenty of time, he is
not able to bring the document into its final form, as he misses a few supporting
documents. So a little work remains which is to be done at home again.

The next evening Mike does the final work on his tax declaration. He signs the
document electronically and adds any receipts, vouchers etc. which are available
in electronic form. He is aware of the fact that the tax authority may ask for
further supporting documents which are only given as hard copies. It will take
years until this process will be available in pure on-line form, but the on-line tax
service provided by the citizen portal is a major improvement, anyway.

Scene 3: Street Party. Mike meets a couple of neighbors. During their conver-
sation they come to the conclusion that it would be nice to have a street party with
all neighbors around. They decide to ask around if there exist objections, and if a
street party would meet the interest of the majority. Mike is asked to take care for
the administrative decision by the municipality.

Mike remembers that in the past this job has not been easy, as the following
public offices and institutions are involved:

• The office for urban planning and traffic, as public streets are to be used and
will be blocked during the party

• The police and the fire department which support the office for urban plan-
ning and traffic

• The office for restaurants and public houses, as food and drinks are to be
offered

• The office for waste management

• The office for public order, as music is planned to be played

The last time, when the neighbors had planned a similar event, they had to run
from office to office in order to get the final decision.

Mike logs into his citizen portal and finds a button “services for citizens”,
leading to another one “events”. Here, several standard events like street proces-
sions, sporting events, markets, as well as street parties are listed. Mike chooses
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street parties. He is offered a form where he can enter information on his event,
date, location description, further information on music, catering etc. He learns
that his application will have to run through a first check, and that he will receive
further demands automatically, depending on the decisions of the various offices
which are involved. These demands will be sent to him using the secure e-mail
provided by the portal. All communication will run through the citizen portal act-
ing as kind of trustee. In order to achieve data austerity, the involved offices will
only get a minimum of personal identifiable information (if it is needed at all) and
other application-related information.

Mike is glad to have this new way of event application, because the whole
procedure is much easier than in the past, while achieving a higher degree of data
protection.

Scene 4: Taking Benefit of Business Opportunities. The next day, back in his
office again, Mike is asked to take care of the company’s future business opportu-
nities in Germany. As a first step it is planned to open a new office in Munich.

It only happened recently that Mike obtained his European eID card which
has been endowed with attributes which enable Mike to act as a company repre-
sentative. Mike logs into the German e-government portal. Mike is recognized a
representative of his company, and it is checked that he has the rights to open a
new business in Munich.

Mike fills in an application form and signs it with his eID card. A few minutes
later Mike receives a signed e-mail from the German portal which acknowledges
the receipt of the application. He is informed that he will get further information
on the next steps and on the possible time schedule within the next seven days.
The first step towards a new business has been done.

In the background, the (simplified) example application process depicted in
Figure 4 is executed, showing the involved authorities (and therefore the need for
a single point of contact):

• Registration at the respective, local registry office

As the first step the applicant has to be registered at the respective, local reg-
istry office, which will send the certified document of the applicant to the
immigration office requesting his freedom of movement document. Since
the applicant is a craftsman, the District Government is asked if the ap-
plicant owns a master craftsman’s certificate or has an equivalent standard
(master craftsman’s certificate is not known in all Member States). After
that, the craftsman has to be registered at the Chamber of Trade.

• Registration at Chamber of Trade
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Figure 4: Example Application Process of a French Optician in Germany

The applicant must be registered at the respective chamber of trade in order
to offer his service in Germany

• Registration of the business at the respective, local Trade office. The local
Trade office will contact three more authorities:

– Notification of Finance Office to certificate a tax number for the appli-
cant

– Notification of Employers Mutual Insurance Association in order to
get workers compensation insurance in Germany for the applicant (not
shown in the Figure for reason of clarity)

– Certification of national insurance pass (not shown in the Figure for
reason of clarity)

• Authentication of enrollment claim by county court or notary

The applicant needs to authenticate his enrollment by the county court or an
independent certified notary

• Commercial register by county court

The business of the service provider has to be enrolled in the national com-
mercial register

• Application for standard company number at National Employment Center

Every Service provider needs a standard company number for his business
in Germany. The National Employment Center delegates to the respective
Local Employment Center
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• Declaration of employees regarding health insurance

With the beginning of the service offering, all employees need to have a
health insurance

Aside from the presented authorities, there are some infrastructure services
needed to be able to execute the task:

• Forms Management: The single point of contact provides forms which have
to be filled in with all necessary data of the demanded service.

• Document Safe: The document safe is a functionality to securely upload and
download relevant documents necessary in communication with the public
authority.

• Identity Management: Identity Management is necessary to handle the ac-
cess of different users and services.

Scene 5: Car Registration. The next weekend, Mike is looking for a new car.
After consultation of several car dealers, he chooses a two-year old mid-size car
and pays using his credit card. Of course, before he is allowed to drive the car,
he has to register his new car at the car registration office, which – of course – is
closed during weekend. Thus, again Mike takes advantage of the citizens portal
where he can lodge a car registration anytime.

Before describing the workflow which has to be initiated to accomplish this
task, the actors and roles of the scene – apart from Mike, who obviously is the
customer of the car dealer and the one who wants to register his new car – are
introduced.

CentrRep is a central repository where car registration documents are stored
among other things. Additionally, empty forms for several purposes are
stored and available to everyone. The central repository is not purely pas-
sive: it checks digital signatures of documents and authorization of users
retrieving and storing documents. The documents themselves are not in-
spected by the central repository but treated as black box.

CarRegOffice is the car registration office where requests for car-registration
have to be submitted. There might be several CarRegOffices, e.g., one per
district. All CarRegOffices use the same CentrRep to access and store doc-
uments, therefore CarRegOffice in this example stands for the office which
is in charge for Mike.

RegOffEmpl is an employee of the car registration office. He is processing car
registration requests. Employees of the car registration office are allowed to
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• read documents from the local repository,

• add any number of comments to them and

• store documents in the local repository.

Additionally, a RegOffEmpl is allowed to store fully processed car registra-
tion requests to CentrRep if his or her RegOffHead legitimates him/her to
do so. In our example the RegOffEmpl Peter is processing Mike’s request.

RegOffHead is the head of the car registration office. The head is responsible
for leading a car registration office and is the only person which is primar-
ily permitted to write documents to the central repository. Of course, s/he
can delegate this privilege to trustworthy employees to support him/her in
his/her hard work. Please note, that RegOffHead is always also a RegOf-
fEmpl. Melinda is the head of the CarRegOffice in charge for Mike.

RegOffCA is the certificate authority of the car registration office. Its task is to
generate trustworthy certificates on employees. A “certificate” in this con-
text is an authentic assertion, such that the consumer of the assertion is sure
that the author of the assertion is the “signer”, in this case the RegOffCA.

add data,
his certificates,

signs document (3)
(5) read()

(12) write()

prepare document (2) 

Citizen
Mike

CentrRep CarRegOffice RegOffEmpl
Peter

(1) fetch-empty-form()

(6) write-
comments() any RegOffEmpl may write 

comments into document

authorized RegOffEmpl may write 
to CentrRep signed document
with a status information

(4) send(document)

(7) check signature 

(8) check authorization 

(9) take decision 

(10) write decision to document

(11) sign final version of document

(13) inform()

Figure 5: The Car Registration Process

The car registration process is shown in Figure 5. Of course, Mike does not
know about this process running in the background. He logs into the citizens por-
tal, navigates to the car registration office and initiates the car registration process
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by fetching an empty form (1). He fills in his PII and data about his new car (2).
After that, he adds any required and optional certificates to the form, e.g. a proof
that he possesses a valid car insurance, a certificate that the car is roadworthy, etc
(3). After that, he signs the document and sends it to the CarRegOffice (4). Thus,
the document is stored in the local repository of the car registration office.

On Monday, Peter fetches Mike’s document, reads it (5) and adds some com-
ments to the document (6). These steps may be repeated by any number of Re-
gOffEmpl. After that, Peter performs the following actions in an atomic way:

7. checking Mike’s signature,

8. checking the authorization of Mike, based on the certificates provided by
Mike (e.g. car insurance, etc),

9. taking a decision,

10. writing the decision in the same document,

11. signing the final version of the document, and

12. writing it into CentrRep. Note that RegOffEmpl needs special permissions
for this step.

13. Finally, the RegOffEmpl informs the CarRegOffice that he has completed
his task.

Thereupon the CarRegOffice informs Mike about the decision taken upon his
request. With this last action, the car registration process terminates.

The system constraints of this scene are given in Figure 6:

• Peter holds three certificates:

– The RegOffCA confirms, that Peter is a RegOffEmpl and

– that Melinda is RegOffHead.

– Melinda permits Peter to write documents to CentrRep.

• The access control list (ACL) of CentrRep states, that

– Anybody can get empty forms

– RegOffEmpl can read documents from the repository, but can only
write documents if his/her RegOffHead permits it.

– RegOffHead can write documents.

The local (trust) policy states that RegOffCA can say
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Figure 6: Peter Storing a Document in CentrRep

• who is RegOffHead and

• who is RegOffEmpl.

With these system constraints in mind, it is easy to see that Peter actually
is authorized to process Mike’s request and is also authorized to write the final
document back to the CentrRep.

3.4.2 Security and trust requirements

Complying with the uniform structure described in subsection 1.2, we are now
specifying the security and trust requirements of a citizen or service portal focus-
ing on the presented scenes. Of course, the statements about privacy and PII made
in the context of banking services in subsection 3.1 are valid in the context of
citizen portals as well.

Overall requirements.

1. The operator of the portal, i.e., the government or a representative, has to
verify the PII of each citizen registering to the citizen portal, if an explicit
registration to the portal is necessary. In this case, the representative of the
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portal must not note the citizen’s PII anywhere else than in the citizen’s
information file. Additionally, a citizen must authorize the portal and its
representatives to handle her/his PII. This implies that a representative must
not disclose PII to anyone without the citizen’s explicit consent.

2. If every citizen has access to the citizen portal without explicit registration,
e.g., by data stored on the customer’s identity card, government must en-
sure that only the rightful owner of an identity card can access the stored
information or use it to log into the service portal.

3. Information files must be managed within a governmental computing sys-
tem, which must comply with international security evaluation standards
like Common Criteria [8].

4. No-one shall access or modify a information file without the authorization
of the owning citizen, who must give permissions according to the needs of
services he wants to use.

5. Any form of citizen’s authorization (see 3.4.4) must be provided by the
citizen’s signature, typically in digital form.

6. The portal operator or its representatives must not be able to act on behalf
of a citizen (i.e., use provided services) without the citizen’s authorization.

7. In order to achieve data austerity, services must be designed in a way to limit
the amount of personal data necessary to a strict minimum. This applies
not only to PII, but also to other private information. For example, race
or political opinions are not of interest for the approval of a street party
application.

8. Using the portal, a citizen should be able to securely log into other related
services, possibly belonging to different security domains, with the same
credentials as for the portal itself (Single Sign-On).

Electronic Mail – Secure and Legally Binding.

9. Information exchange between a citizen and any recipient must ensure in-
tegrity, confidentiality and mutual authentication on the demand of sender
or receiver.

10. Non-repudiation of origin and non-repudiation of receipt must be ensured
if demanded by sender or receiver.
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11. The receiver of a mail must not use data contained in a mail in any way that
is not associated with fulfilling the requested service. For example, the mail
address, PII or dynamic private data of the sender must not be sold, used for
spam or used for advertising if the citizen does not give explicit permission.

Annual Tax Declaration.

12. No-one except the owning citizen or his/her tax counselor shall access or
modify partially filled in forms stored on the tax server. A citizen must
explicitly declare his/her tax counselor as authorized delegate.

13. No-one must be able to modify the finalized tax declaration without the
citizen’s authorization.

14. Information exchange between a citizen and the tax authority must ensure
integrity, confidentiality and mutual authentication.

15. Both non-repudiation of origin and non-repudiation of receipt must be en-
sured. Also, non-repudiation of content must be ensured. For example, a
citizen must not be able to fill a deficit field and claim having filled a benefit
field at a later date.

16. The tax authority must not seek or maintain any private information except
the citizen’s PII and facts crucial to tax declaration, e.g.,annual income.

17. Only the representative of the tax authority who has to audit a specific tax
declaration, his boss and possibly controllers must be able to access a tax
declaration and the corresponding tax audit result.

18. No-one must be able to modify a tax audit result which is sent back to a
citizen in response to his/her tax declaration.

19. The decision on a tax declaration must be made within three months.

Street Party.

20. No-one must be able to modify the street party application without the citi-
zen’s authorization.

21. Information exchange between a citizen, the portal and all involved offices
must ensure integrity, confidentiality and mutual authentication.

22. Non-repudiation of origin and non-repudiation of receipt of the street party
application must be ensured.
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23. In order to achieve data austerity, the involved public offices and institutions
must only be able to access a minimum of information and the street party
application must contain as few information as possible.

24. Only the representatives of the involved offices which have to audit a spe-
cific street party application, their bosses and possibly some controllers
must be able to access a street party application and the corresponding re-
sulting permission or refusal.

25. No-one must be able to modify a street party permission or refusal which is
sent back to a citizen in response to his/her application.

26. The decision on an application must be made within six weeks.

Taking Benefit of Business Opportunities.

In the following, only security requirements that are new to a scene are enu-
merated. Most of the requirements listed in the scenes presented up to now can be
adjusted to the subsequent scenes.

27. Only employees who are accredited by their companies as company repre-
sentatives with the necessary privileges must be able to open a new office.

Car Registration.

28. Documents must be secret for anyone who can not read CentrRep.

29. Final documents stored in the CentrRep must be consistent, i.e., signatures
are correct, etc.

30. The authentication and trust policies must be adhered to.

Some of the requirements listed above are non-technical and thus intangible
to formal methods, others are out-of-scope of the AVANTSSAR project. In detail
these requirements are:

• Requirement 1 is partly a non-technical requirement: It is not possible to
technically prevent the representative of the portal from noting the cus-
tomer’s PII anywhere else but in the customer’s Information File once the
representative has the information in his mind. A possible organizational
solution is to put a dedicated instruction into the representative’s contract
of employment defining the terms of PII-handling the representative must
adhere to.
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A very similar problem is raised by requirement 11 which demands restric-
tions on secondary use of data. This problem must be addressed on the
organizational layer as well, e.g., by appropriate contracts.

• Requirements 3 is as well a non-technical requirement that has to be handled
on the organizational layer. Nevertheless, a Common Criteria certification
might improve the trust of the customer on the portal.

Only security requirements have been stated so far. The corresponding trust
requirements can be deduced from the security requirements (cf. subsubsec-
tion 3.1.2).

Complying with the uniform structure described in subsection 1.2, we are now
enumerating the problem cases which are produced by the various security and
trust requirements, grouped into several families.

3.4.3 Federation

In general, the ’federation’ of identity, credentials, or attributes enables the porta-
bility of such information across otherwise autonomous security domains. The
ultimate goal of identity federation is to enable users of one domain to securely ac-
cess data or systems of another domain seamlessly, and without the need for com-
pletely redundant user administration. Federation comes in many flavors, includ-
ing user-controlled, enterprise controlled, and B2B scenarios. Typical use-cases
involve things such as cross-domain, Web-based single sign-on, cross-domain
user account provisioning, cross-domain entitlement management and cross-domain
user attribute exchange.

Single Sign-On. A fundamental problem when using diverse protected appli-
cations and resources belonging to diverse security domains is that users have to
log in for every single application and/or resource they want to use by providing
adequate credentials, e.g., username and password. This often leads to the situ-
ation that the same username/password-pair is used for several applications and
resources, which is not desirable from the security point of view. Another problem
is the time spent re-entering passwords for the same identity.

To overcome this problem, Single Sign-On (SSO) techniques are used. SSO
is a method of access control that enables a user to log in once and gain access
to many applications and resources of different systems without further authen-
tication. As different applications and resources support different authentication
mechanisms, a single sign-on system has to internally translate and store differ-
ent credentials, compared to what is used for initial authentication. SSO uses one
or more centralized authentication servers that all other applications and systems
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utilize for authentication purposes, and combines this with techniques to ensure
that users do not actively have to enter their credentials more than once.

Requirement 8 raises the problem case of Single Sign On for Web portals.

3.4.4 Authorization Policies

Access Control. Analogous to banking services (cf. subsubsection 3.1.3), the
security requirements of citizen and service portals raise problem cases, that can
be addressed by authorization policies. Because the problem cases here are in the
same family as those of subsubsection 3.1.3 and almost all of them can be solved
in a similar way, we merely list the corresponding security requirements: 1, 2, 4,
5, 6, 12, 13, 17, 20, 24, 27, 28, and 30.

The requirements 12, 27, and 30 must be pointed out, because they add a new
problem case to the authorization-family of problem cases, i.e., delegation.

Delegation. In Scene 5, the RegOffHead can delegate the permission to write
to the central repository to trustworthy employees. The word “trustworthy” could
mean that an employee has signed a contract defining all rights and liabilities
bound to this permission. A hint to a technical solution is the usage of certificates,
as already demonstrated in the car registration scene.

3.4.5 Accountability

Non-Repudiation. Analogous to banking services (cf. subsubsection 3.1.4),
some security requirements of citizen and service portals raise the problem case
of non-repudiation. Because of the similarity of the problem case, we merely list
the corresponding security requirements: 10, 15, and 22.

3.4.6 Trust Management

General Trust Management. As already stated in subsubsection 3.1.5, even
though the requirements 1, 3, and 11 are non-technical or out-of-scope - as already
mentioned - trust management techniques can be used as an instrument to provide
confidence for the customer, that these requirements are fulfilled.

Trust Policies. Analogous to the already presented application scenarios, the
security requirement 30 of citizen and service portals raises a problem case that
can be addressed by trust policies. The problem case here is in the same family as
those already presented in subsubsection 3.2.5 and can be solved in a similar way.
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3.4.7 Workflow Security

Flow Control. Security requirement 29 of the citizen and service portal scenes
is a flow requirement, as already introduced in subsubsection 3.1.6.5 If the pre-
sented work flow is adhered to, the inner signature of a citizen is always verified
by a RegOffEmpl before it is written to the CentRep and thus, the documents in
CentRep are always consistent.

Timeliness. A new class of workflow security requirement introduced by the
presented scenario are timeliness requirements, see requirements 19 and 26. These
requirements are necessary to assure fair processing of applications. Without
such requirements, e.g., a car registration application might be delayed for a very
long time, e.g. because a RegOffEmployee dislikes the applicant, which could be
sensed as denial of service.

3.4.8 Privacy

Security requirements 7, 16, and 23 of citizen and service portals raise the problem
case of data austerity.

Data Austerity. Requirement 7 splits up into two different problems which most
easily can be demonstrated using Scene 3 as an example. The initial form pre-
sented to the citizen collects all data necessary for all further steps. In order
to achieve data austerity, this form must be designed in a way that only data is
collected that is absolutely necessary for at least one authority involved in the ap-
proval process. After that, the form is given to several different authorities. An
adequate authorization policy (see subsubsection 3.4.4) is needed, such that every
authority can only access data contained in the form that is absolutely necessary
for the authority to accomplish its task.

3.4.9 Application Data Protection

Data Integrity. Requirements 13, 18, 20, 25, and 29 raise the problem case of
data integrity, that already has been introduced in the banking services scenario
(cf. subsubsection 3.1.8) and can be solved in a similar way.

5Workflows executed internally by the different authorities involved in the processing of a
request to a citizen or service portal may require flow requirements and separation-of-duty re-
quirements as well, but these workflows are out of the scope of this deliverable.
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3.4.10 Communication Security

Requirements 9, 14, and 21 raise the problem case family of communication se-
curity. This problem case family was already introduced in the banking services
scenario (cf. subsubsection 3.1.9).

Message Confidentiality. No-one except the intended recipient of a message
must be able to read the content of the message.

Message Integrity. No-one must be able to modify the contents of a message
unnoticed.

Peer Authentication. A principal is assured of the identity of its communication
partner.
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3.5 Document Exchange Procedures
On the Internet and within the enterprise, there is a growing demand for demate-
rialized procedures, that is to say for online electronic services that may replace
paper-based business and administrative procedures. One critical concern for such
service portals is guaranteeing the legal value of the produced electronic docu-
ments such as business contracts or public service forms. The European Commis-
sion and European countries have foreseen this need by producing directives and
national regulations for giving a legal base to digitally signed documents. Thus, it
is possible nowadays to build secured document exchange Web Service platforms
which produce legally binding documents by means of digital signatures. The
security requirements imposed on such platforms are highly critical since the pro-
bative value of digitally signed documents relies on the conditions under which
they have been produced and validated.

To illustrate this security aspect, this section describes and analyzes examples
of signed document exchange procedures based on Web Service infrastructure.

3.5.1 Scenario definition

Scene 1 - Business Digital Contract Signing. In this example, two parties (em-
ployer/employee, supplier/vendor, . . . ) have secure access to a trusted third party
Web site, a business portal, in order to digitally sign a contract.

First, the business portal application generates an electronic document corre-
sponding to the terms of agreement between the two parties. Then, the first party
accesses the business portal using a Web browser, views the contract and signs it
using a digital certificate. The business portal verifies the generated signature and
stores it.

The second party, in turn, connects to the Web site, checks the status of the
existing signature and then co-signs the contract after viewing it. Once the signa-
tures have been completely verified by the business portal, the signers are notified.
Then, the contract is archived for long-term conservation.

The business portal’s internal system is Web service enabled. It delegates
the processing of proof elements (signatures, signed documents, timestamps) to
a Signature and Proof management Infrastructure platform (SPI platform) using
SOAP messages.

To provide its services, the SPI platform relies on the following trusted third
parties:

• PKI: Public Key Infrastructure issuing signing certificates and maintaining
certificate revocation lists.

• Timestamper: timestamping server synchronized with a reliable time source.
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• Archiver: proprietary archiving provider. It guarantees long-term safekeep-
ing for proof elements.

An instance of the SPI platform potentially supports interfacing with several
business portals running simultaneously. In this case, the deployment architecture
is illustrated by Figure 7. Each business portal is associated to a specific account
and cannot access other business portals’ data.

Figure 7: Architecture of a digital contract signing system featuring Opentrust
SPI platform

The section below describes the interactions between the actors involved in a
typical contract signing scenario. We first introduce these actors:

• PPP is a company which manages a web portal where temporary work agen-
cies and temporary work employers meet to sign contracts of employment.
PPP has chosen to run Opentrust SPI Security Server as SPI platform for all
signature and proof-related tasks necessary in their business workflow. We
will call this platform Security Server in the scenario.

• HHH is another company, which would like to hire a personal assistant for
a 3-month contract.
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• WWW is a temporary work agency which happens to be able to provide the
personal assistant that HHH needs.

The first steps of the workflow are shown in Figure 8.

1. We assume at this point that the contract has already been generated by the
business portal application. An agreement has been found between HHH
and WWW, and they have provided enough information for the business
portal to create the employment contract. The scenario starts with the cre-
ation of a digital case, called proof record under the Security Server’s con-
text. It will later gather the contract, the signatures and any complementary
proof elements used for their validation (such as the Certificate Revocation
Lists). It is stored on the Security Server’s file system.

2. A copy of the contract is transferred to the Security Server. It is deposited
into the newly created record.

3. This step is reached when HHH (aka signer1 in the diagram since it is the
first signer of the contract) requests the contract from the business portal as
well as all the rules and parameters applicable for generating the signature.
These rules are defined in a signature policy managed by the SPI Security
Server. They are retrieved at step 4.

4. The business portal requests the contract signature preparation from the SPI
Security Server. This preparation consists in extracting a set of parameters
from the signature policy. They indicate the mandatory properties that must
be embedded in the signature (such as the signing time, the signature policy
identifier, etc.).

5. First, HHH views the contract and makes sure that it corresponds to the
terms agreed upon. Then, HHH selects his signing certificate and uses the
associated private key to sign the contract and the mandatory properties.
After this step, signature1 is created.

6. signature1 is submitted to the business portal.

7. The business portal forwards the signature to the Security Server in order to
add it to the corresponding proof record.

8. This is a critical step in the record’s life-cycle. Before adding any signature
to the record, the SPI Security Server immediately verifies the following:

• The signing certificate’s validity period has not elapsed.

• The signing certificate is issued by a trusted certificate authority.
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Figure 8: Contract signing sequence diagram, part 1: HHH signature

• The signing certificate is not revoked.

• The signature is syntactically and cryptographically valid and the signed
information corresponds to the contract.

• The signature respects all the rules defined by the corresponding sig-
nature policy.

Some verifications cannot be performed immediately. For example, certifi-
cate revocation lists are published periodically by the PKI. As a certificate
revocation status cannot be reported before the date of CRL publishing, the
Security Server must wait for the next CRL to be published before com-
pleting the validation of the signature. This control is postponed to step
11.

9. The Security Server sends a timestamping request to the timestamper to seal
the signature’s reception date.

10. The PKI publishes an up-to-date CRL.
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11. The Security Server has an internal CRL cache which is refreshed periodi-
cally. At this step, the Security Server downloads the new CRL, verifies it
and then loads it into the cache.

12. The Security Server starts a background verification of the signatures in
pending status. With the new CRL, the Security Server is able to confirm
that the certificate of signer1 was not revoked when signature1 was created.

Figure 9: Contract signing sequence diagram, part 2: WWW signature

13 to 22 As illustrated in Figure 9, WWW (signer2) similarly creates a signature of
the contract. The Security Server performs the same processing described
above.

23 The proof record contains fully verified signatures. The Security Server
sends it to the archiver which guarantees it can be restored in case it is
removed from the Security Server’s file system intentionally or accidentally.

Scene 2 - Public Bidding. The public bidding example illustrates a secure doc-
ument exchange application used for bid management in the context of public
procurement. The goal is to provide a Web application platform offering online
services for electronic publication of public calls for tender and bidders’ proposal
submissions.
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Such a platform can be operated by national government entities or by local
public entities as well in the context of new e-government services. Compared
to the traditional paper public bidding process, an electronic bidding system will
raise efficiency in terms of human cost and document processing time and pro-
tection. Moreover, in case of an Internet public bidding system, it will increase
the visibility and transparency of public procurements, especially for small and
medium-sized enterprises which can more easily access the available tenders and
participate in the bidding.

A typical public bidding system would provide the following services:

• Call for tender publication performed by public entity representatives

• On-line subscription of potential bidders

• Tender time-line management (beginning date and end date of each sub-
process of the public bidding)

• On-line submission of bidders’ proposals

• Retrieval of submissions for public entities representatives

• Publication of the decision of the public entities for tender awarding.

A fundamental requirement of such a system is to comply with applicable
legislations and regulations of public procurement related to the protection of ex-
changed documents and the compliance to the time-line of the bidding process.
To ensure equity, bidders’ proposals must usually remain confidential until the
end of submission date. It is also critical to ensure document integrity during the
whole decision process so that no one, including the bid managers or platform IT
operators, can tamper with submitted documents.

Let PBS be a Public Bidding System that offers a web-based public bidding
service. Such a service can be technically viewed as a secure document exchange
platform for managing the life cycle of calls for tender. On one side, bidders
access the PBS to consult available calls for tender and to submit their offers.
On the other side, different persons in charge of conducting the bidding process,
access the PBS to publish the calls for tender, consult the submitted offers and
validate the workflow steps.

The public bidding Business Process (BP) relies on digital signatures among
other security mechanisms for securing the process. It has the following specific
interests compared to the digital contract signing BP:

• The public bidding business process makes a special focus on confidential-
ity issues as documents submitted by bidders must be reviewed only by the
right persons and for the right part.
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• This scenario introduces time-related security requirements. The PBS must
guarantee that some activities cannot be performed after a deadline (e.g.
new bidding submission) whereas some others can only be performed until
a defined date (e.g. tender openings).

The principals of the public bidding scenario are divided into 2 groups: the
PBS users and the PBS itself. The PBS users are the end users that will remotely
access the PBS through a web browser for performing tasks according to their role
in the public bidding BP.

• Bid Manager (BM): the bid manager is the person in charge of conducting
one specific call for tender. He is responsible for ensuring the smooth exe-
cution of the whole bidding process with respect to legal constraints. He is
in charge of the contacts with the bidders and of making the final decision
about the selected contractor.

• Project Committee (PC): the project committee members (represented by
the committee chairman) are in charge of the technical evaluation of the
bidders’ offers. The financial aspects of the offers are not known to the
project committee. The committee must designate the most suited offer
based on its technical content only. The committee evaluation report is used
by the Bid Manager for awarding the market based on the best technical
offer with regards to the best price.

• Bidder (B): each bidder can look at the available calls for tender and down-
load them on the PBS. After that, they submit their offer with respect to the
bidding process rules on document confidentiality and bidding time-line.
They connect to the PBS during the evaluation process to check whether
their application has been declared acceptable, and at the end of the bidding
process to know if they are awarded the contract.

The PBS infrastructure is composed of the following service components:

• Bidding Portal Application (BPA): The BPA implements the bidding pro-
cess and manages all interactions with the bidding BP actors through its
web portal. It is responsible for authenticating portal users. It delegates
all server side management of digital proof elements (signatures, valida-
tion, signed documents, encryption and decryption, timestamping, . . . ) to a
dedicated security service provider, the Security Server.

• Security Server (SS): The Security Server is an infrastructure that is inde-
pendent from business applications. It provides security services based on
digital signature and data encryption. Business applications call the Secu-
rity Server interface for document signing, signature validation, document
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encryption and decryption. The Security Server relies on trusted third par-
ties for performing specific operations:

– PKI: Public Key Infrastructure which issues certificates used for sig-
natures and publishes certificate revocation lists.

– Time Stamp Authority: timestamping server synchronized with a re-
liable time source. The TSA delivers a signed timestamp on any data
digest submitted by service clients.

– Archiver: proprietary archiving provider. It guarantees long-term safe-
keeping for proof elements.

The following paragraphs describe the tasks that compose the public bidding
BP. We assume that all users are authenticated by the BPA by means of individual
cryptographic tokens (e.g. smart card containing a user authentication certificate
and associated private key) prior to any operation on the portal. For newcomers
(e.g. potential bidders), we assume that they perform a subscription process (not
described here) in order to obtain an authentication certificate from the BPA.

Publication sub-process. The bidding process starts with the call for tender
publication step which includes the security context preparation (encryption keys
creation). The publication process tasks are as follows:

1. The BM locally generates an encryption key pair (or he may reuse one that
he has previously registered). He uploads the public part kp(BM) to the
BPA as the key to be used by potential bidders for ciphering submitted doc-
uments.

2. The BPA automatically generates a receipt form stating the registration of
the encryption key. It calls the Security Server for signing the receipt with
a server signing certificate on behalf of the PBS.

3. Security Server calls the timestamp server for timestamping the receipt.

4. The signed and timestamped receipt is returned by the BPA to the Bid Man-
ager.

5. The Project Committee represented by its chairman also generates an en-
cryption key pair and uploads the public key kp(PC) to the BPA. This key
will be used to encrypt bidders’ documents that are to be read by the PC
only (technical proposals).

6. A signed and timestamped receipt is returned to the PC chairman.
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Figure 10: Basic Public Bidding BP - Publication sub-process

7. The BM creates a new call for tender by filling the creation form on the
BPA web site. He indicates the timetable of the bidding process. He joins
the call for tender documents. The BPA makes him sign the creation form
along with the attached documents.

8. The BPA submits the signed creation form and call for tender documents
to the Security Server for validating the BM’s signature and for initiating a
new proof record with this data. From this point, a copy of all submitted
signed documents related to the bidding will be kept by the Security Server
and put into the associated proof record.

9. The BPA generates a signed receipt to be returned to the BM to acknowl-
edge the registration of the new public bidding request.

10. When the publication date is reached, the BPA makes the call for tender
visible to the public.

Submission sub-process. During the submission process, potential bidders check
out the call for tender documents and produce their proposals. In order to submit
their offers, each bidder performs the following tasks:

1. The BidderBi fills in the application form, ciphers it with kp(BM) provided
by the BPA and signs it with its private key ks(Bi). The resulting signed
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Figure 11: Basic Public Bidding BP - Submission sub-process

document is uploaded to the BPA:
sign(cipher(application form, kp(BM )), ks(Bi))

2. Bi performs the same task for the financial proposal. The resulting signed
document is uploaded to the BPA:
sign(cipher(financial proposal, kp(BM )), ks(Bi))

3. Bi uses kp(PC) instead for encrypting the technical proposal to be reviewed
by the PC only. The resulting signed document is uploaded to the BPA:
sign(cipher(technical proposal, kp(PC )), ks(Bi))

4. The BPA submits all 3 signed encrypted documents with their signatures to
the Security Server.

5. The Security Server validates bidder signatures on encrypted documents,
generates signature timestamps and sends a copy of the data to the Archiver.

6. The BPA generates a submission receipt document stating the deposit of
the application form and associated proposals. The BPA calls the Security
Server for signing and timestamping the receipt.

7. The submission receipt is returned by the BPA to the bidder Bi, it serves
as proof of deposit stating that the submission has been done before the
submission deadline as defined by the BM.
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Note: To keep the description of the process clear, some details have been
omitted. For instance, the Bidder is supposed to check that he trusts the issuer
of kp(BM) and kp(PC) before using them for encryption. Another example is
that, in a real implementation, the Bidder generates a specific symmetric key for
encrypting a document and use the recipient public key to encrypt the symmetric
key. Also, as it is standard, when performing a digital signature on a document,
the document is first digested, and the generated digest is then encrypted with the
signer private key.

Evaluation sub-process. Once the submission deadline is reached, the BPA au-
tomatically deactivates the submission service and allows the tender evaluation
step to proceed:

Figure 12: Basic Public Bidding BP - Evaluation sub-process

1. The BM retrieves all submitted application forms from the BPA.

2. The BM decrypts and reviews the application forms.

3. The BM fills in the list of eligible candidates on the BPA and signs this list.

4. The BPA transmits the signed list to the Security Server for validation.

5. The BPA generates a signed receipt through the Security Server and returns
it to the BM.
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6. The PC chairman retrieves all submitted technical proposals belonging to
the eligible candidate list.

7. The PC chairman decrypts the technical proposals and reviews them (with
all PC members).

8. At the end of the document review, the PC chairman fills in the evaluation
form for each proposal indicating its compliance, and if so, gives a score
according to the quality of the offer. The evaluation form is signed by the
PC Chairman.

9. For each signed evaluation form, the BPA transmits it to the Security Server
for validation and generates a signed receipt to be returned to the PC Chair-
man.

Decision sub-process. This is a straightforward sub-process aimed at confirm-
ing the contract awarding.

Figure 13: Basic Public Bidding BP - Decision sub-process

1. The BM retrieves all evaluation reports from the BPA.

2. Offers stated as non-compliant by the PC are rejected. For the others, the
BM retrieves the encrypted financial proposals.
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3. The BM decrypts the financial proposals and calculates the final score for
each bidder with regard to the price indicated in the financial proposal. 6

4. The BM chooses the best bidder based on its technical and financial scores,
fills in the decision form on the BPA and signs it.

5. The BPA transmits the signed decision form to Security Server for valida-
tion and generates a decision receipt to be returned to the BM.

6. Each Bidder checks the result of the bidding process on the BPA. It can see
if its offer is rejected and the identity of the winning bidder.

Scene 3 - Extended Public Bidding. The extended public bidding example is a
variant of the previous public bidding example. The extended variant introduces
some new constraints, and consequently, new tasks and mechanisms to address
those constraints:

• Tender upload grace period: it is a common situation for bidders to submit
their application at the very last moment. This may lead to technical issues
if the number of bidders is significant and/or if there are huge amounts of
documents to upload. To fulfill legal requirements on the fact that all bidders
must be able to register their submission up to the last moment, the PBS can
implement a pre-deposit option associated with a grace period for uploading
documents.

• Unbiased third-party control: we have previously assumed that the BM is
a fully trusted principal. In the extended variant, this assumption is loos-
ened. A new role is added, called Bailiff (BL), who acts as an unbiased
party which can enforce the control for date constraints. This is achieved
by an additional encryption with the BL key to ensure the confidentiality of
submitted documents until the evaluation step.

The public bidding BP sub-processes are modified as described below (we
omit the Archiver role to simplify the process description).

Publication sub-process. The extended scenario for the publication sub-process
contains the following specific tasks compared to the basic variant:

6We assume that the financial evaluation is a pure calculation and that the ‘subjective’ part of
the scoring relies on the technical evaluation. This is only an example, different scoring strategies
are of course possible in real life.
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Figure 14: Extended Public Bidding BP - Publication sub-process

1. The BL locally generates a new encryption key pair to be used specifically
for the designated bidding process (since the secret key is revealed during
the BP, this key pair is not re-usable). He uploads the public part kp(BL) to
the BPA as the key to be used by potential bidders for double ciphering of
submitted documents.

Submission sub-process. The extended scenario for the submission sub-process
contains the following specific tasks compared to the basic variant:

1. The BidderBi fills the application form, successively ciphers it with kp(BM)
and kp(BL), both provided by the BPA, and signs it with its private key
ks(Bi). The resulting signed document is uploaded to the BPA. There is no
problem for uploading the application form at this step since the application
form is usually a small statement. Even if there are many bidders connected
to the BPA, the application form file upload overhead is not significant and
should not prevent the bidder from completing the submission transaction
in a reasonable delay.
sign(cipher(cipher(application form, kp(BM )), kp(BL)), ks(Bi))
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Figure 15: Extended Public Bidding BP - Submission sub-process

2. Bi performs the same task for the financial proposal. But he only uploads
the digital signature block extract only without the document itself:
extract(sign(cipher(cipher(financial proposal, kp(BM )), kp(BL)), ks(Bi)))

3. Bi uses kp(PC) for encrypting the technical proposal to be reviewed by the
PC only. He uploads the resulting signature block extract only without the
document itself:
extract(sign(cipher(cipher(technical proposal, kp(PC )), kp(BL)), ks(Bi)))

4. The BPA submits the uploaded data with their signature to the Security
Server.

5. The Security Server validates bidder signatures on encrypted documents.
For the proposals, the Security Server validates the integrity of the signature
and the validity of the signing certificate but not the integrity of the signed
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document as it is not uploaded. The Security Server generates signature
timestamps and sends a copy of the data to the Archiver.

6. The BPA generates a pre-deposit receipt document stating the deposit of
the application form and proposal signatures. The BPA calls the Security
Server for signing and timestamping the receipt.

7. The pre-deposit receipt is returned by the BPA to the bidder Bi, it serves
as proof of deposit stating that the pre-submission has been done before the
submission deadline as defined by the BM.

8. At any time later, whether the submission deadline is over or not, Bi can
upload the previously encrypted proposals to the BPA until the upload end
date. This is the grace period that runs from the submission end date to the
upload end date.

9. The BPA transmits the encrypted documents to the Security Server.

10. The Security Server checks the integrity of the documents based on previ-
ously submitted signatures.

11. The BPA then generates the final submission receipt and calls the Security
Server for signing and timestamping the receipt.

12. The final submission receipt is returned by the BPA to the bidder Bi.

Evaluation sub-process. The extended scenario for the evaluation sub-process
contains the following specific tasks compared to the basic variant:

1. When the submission date and upload date are officially over, the Bailiff
(BL) uploads its private key ks(BL) to the BPA so that the BM and PC can
retrieve it and decrypt the submitted proposals.

3.5.2 Security and trust requirements

Common requirements. The previous document exchange procedure scenes
have a common set of basic security requirements since they share the same ser-
vice components architecture. These requirements apply to the global platform
made of the front end (the portal in all cases) and the back ends (the different
mutualized services).
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Figure 16: Extended Public Bidding BP - Evaluation sub-process

Authentication. There are several security relationships between the human
principals and the service components which require authenticated communica-
tions. In the particular examples of document exchange platform described here,
each service must authenticate the peers it depends on:

1. All end users must authenticate themselves when connecting to the business
portal.

2. All back end service components (BPA, Security Server, Timestamp server,
archiver) must authenticate themselves to each other because we made the
assumption that there are shared components which must identify their ser-
vice caller in order to apply specific security restrictions (see the authoriza-
tion requirements below).

3. In our scenes, the back end services (the Security Server, timestamp server,
etc.) do not need and should not need to know the identity of the end-users.
They provide service to the business portal and their security policies are
based on what one particular business portal instance is entitled to do.

4. Signers must be able to authenticate the origin of the data they received
(application form to sign, signed submission receipt, signed declaration of
the bid winner, etc).
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Authorization.

5. The business portal is in charge of enforcing end user authorization control
based on business workflow specifics (see individual security requirements
for each scene).

6. Considering the fact that there are several business portals accessing the
service of the Security Server, records created and managed on behalf of
a given portal must not be accessed by other portals. Likewise, records
co-signed by two parties must not be accessed by another party.

Integrity.

7. The Security Server must be able to detect any modification of the signa-
tures or the signed information.

8. The Security Server must ensure that the document that has been signed
and uploaded by the user is the same as the one generated by the portal
and submitted to the user for signature. This can be achieved by making
the Security Server sign the document right after the document generation
and before submission to the user for signature. This requirement applies to
server side generated document, not document provided by user.

9. The Security Server must not be able to forge false documents, that is to say,
the IT administrator who has root access to the Security Server should not
be able to modify documents submitted by end-users and make the Security
Server re-sign the modified documents. This requirement leads to have the
document signed by the different parties (user-side signature along with
server-side signature) so that one party alone cannot change the document
once it is viewed and validated by all actors.

Traceability.

10. Signatures and timestamps provide relevant information when re-enacting a
scenario for security or business reasons. Additionally, the Security Server
must also keep audit trails supporting real-time or post supervision.

Timeliness.

11. The Security Server uses timestamps to associate reliable dates to the sig-
natures. The Security Server must be able to verify the freshness of times-
tamping responses.
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Non-repudiation.

12. Non-repudiation of origin and content: Signers, in a legal dispute, must not
be able to refute the validity of their signatures or the content of the signed
contract. The Security Server must have enough proof elements to verify a
signature even in a far future.

13. Signing certificate validity: the signer certificates must be valid and not re-
voked at the time the signature is claimed to have been generated. Thus, the
Security Server must check the revocation status of any signing certificate
when validating the signature with regards to the claimed signing time (time
explicitly indicated in the signature or by the portal)

Specific security requirements for business digital contract signing Here is
a list of security and trust requirements specific to the contract signing scene:

14. Integrity: Signer1 and signer2 must not be able to modify the presented
contract before signing. This leads to the requirement that the business
portal must check that the uploaded signed contract is the same as the initial
contract submitted to signer1 for reviewing and signing. This requirement
also applies to subsequent signatures.

15. Proof of origin: The contract is submitted to Signer2 only when the Secu-
rity Server has fully validated Signer1 signature (including Signer1 certifi-
cate revocation status) and ascertained Signer1 is a valid first signer in the
workflow.

16. Timeliness: the timestamping delay (delay between signature submission
and signature timestamp generation by the Security Server) should be suffi-
ciently small (less than a few seconds) so that the signed timestamp can be
considered later as an approximation of the signature time.

17. If the signature/co-signature of the contract must be performed within a
limited time span, the Security Server must be able to download CRLs and
to fully verify the signatures before a specified expiration date. Otherwise,
the contract is null and void.

18. Non-repudiation: Signer2 signature must be fully validated by the Security
Server before archiving the signed contract.

19. Trust policies: Signer1 and Signer2 certificates must be issued by a trusted
certification authority.
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Specific security requirements for public bidding

Authorization constraints.

20. During the submission process, no one except the Bid Manager or his repre-
sentatives can access any information related to the identity of the bidders.

21. A bidder can only view the decision related to himself and to the bid winner
(not for any other bidders).

22. No user can have more than one role within the same bidding process.

Fairness constraints.

23. The BM must not omit a tender when uploading the list of eligible tenders
for Committee evaluation. Any tender is either eligible or not, but the status
has to be declared by the BM on the BPA for all submitted tenders, other-
wise the committee evaluation process should not start.

24. The Committee must not omit to evaluate an eligible tender. The list of
evaluated tenders must match the eligible list submitted by the BM.

25. The bidders must all have a proof of receipt of their tenders. This allows
them to have fair defense in the case of a conflict.

Integrity constraints.

26. Since one bid is made of several documents (application form, financial
proposal, technical proposal), it is important that the system enforces the
integrity of the entire bid, that is to say, no-one can remove, substitute nor
add documents once the bid is submitted by the bidder.

Security requirements for extended public bidding The security and trust re-
quirements specific to this extended scene are:

27. BL’s encryption key must not be known to the PBS or any other party except
the BL itself until the end of the submission deadline. Once the deadline is
over, the key is made public.

28. The BL’s certificate must be recognized as a trusted third party by the bid-
ders. Thus it must not be issued by the same CA as the certificates given to
the other users by the PBS in case this CA is operated by the same party as
the one operating the PBS.
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29. The integrity of the documents submitted during the upload grace period
must be verified by the PBS and must match the previously submitted sig-
natures.

3.5.3 Authorization Policies

Access control. This problem case deals with sensitive user data protection. As
a shared infrastructure, potentially used by different e-business or e-government
portals, the Security Server must enforce access rights to contracts or tenders. This
is usually done by means of access controls based on authorization policies.

For instance, in the advanced public bidding scene, the BM is not fully trusted
for guaranteeing that the tenders are not opened before the end of the submission
process. He may collaborate with the IT operator for retrieving the encrypted
proposals when the submission process is still pending. The BM and PC must
not be able to view the proposals until the BL gives it authorization through the
publication of its secret key. Thus, a role based access control is applied to bidding
process flow management and to user documents.

This problem case is related to the common security requirements: 5 and 6. It
is particularly crucial for the Public Bidding requirements 20, 21, 22 and 27.

3.5.4 Accountability

Non-repudiation. There are three sub-problems related to non-repudiation:

• The first concerns the proof of origin: principals have to verify the authen-
ticity of the documents as originated from the real authors. For example
bidders need to verify the authenticity of the downloaded call for tender
documents as originated from the public entities.

• The second concerns the content: authors should not disclaim their respon-
sibility for the data they submitted. For example, public entities need to
compel the bidders to provide the service described in their submitted pro-
posals once the bidding decision process has started.

• Finally, the third is proof of receipt. For public bidding, bidders may require
getting a proof of submission so that the BM cannot remove arbitrarily ten-
ders and deny having received them.

This problem case focuses on the techniques used to prevent repudiation in
conformity with requirements: 4, 12, 13 and 18.
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3.5.5 Trust Management

Digital contract signing implies the agreement of parties on terms that usually
have critical impacts. This family is concerned with problems that deal with trust
policies applied at the moment they electronically sign their agreement. As they
make use of digital signatures, the same problems apply to the public bidding
scenes.

Trust policies. The document exchange platform is designed to support trust
establishment via TTPs. This problem case focuses on the mechanisms imple-
menting it as specified by the requirements: 19 and 28.

3.5.6 Workflow Security

Timeliness. A fundamental issue about documents exchange workflow security
is enforcing of the timeline of the different sub-processes. In the context of public
bidding, requirements addressing this issue (11, 16 and 17) ensure that beginning
date and end date of each step of the workflow are to be checked by the PBS to au-
thorize actions specific to the corresponding steps in such a way that it cannot be
challenged by any party (especially a losing bidder) to invalidate the bidding pro-
cess. Since bidders are able to upload their proposal after the submission deadline,
the upload grace period must not be used as an additional delay for completing
the proposals. So the BPS must ensure that the uploaded documents are the ones
signed at the pre-deposit step.

Traceability. This problem case deals with issues related to requirement 10.

3.5.7 Application Data Protection

Data Integrity. Another typical digital signature problem is integrity: unde-
tected alteration of the signed data must not be possible. In the public bidding
context, document integrity is to be enforced by the whole PBS in such a way that
it cannot be challenged by any party to invalidate the bidding process. Require-
ments concerned by this problem case are: 7, 8, 9, 14, 15, 29.

3.5.8 Communication Security

Peer Authentication. In this problem case, we focus on the authentication of
communication between the involved peers/components as specified by 1, 2 and 3.
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3.6 Personal Health Information in the Hospital
Over the past years there have been several proposals for standardizing format,
exchange protocols, and access control to electronic personal health information
(PHI), but there is still no global consensus to be expected in the near future. In
Germany, for instance, there is a large controversy about the pros and cons of dif-
ferent types of electronic repositories for health data. The mobile Patient-EHR file
model proposes that the patient himself will keep and will be able to carry with
him, in a properly backed-up secure portable repository, like a smart card, all his
Personal Health Information. In a similar vein, the web-based Patient-EHR file
proposal (Elektronische Patientenakte), being part of the future German Telem-
atics Infrastructure, suggests that the user should keep his medical data in the
Internet, in a page that he can presumably control, see [13]. The German project
eFA [12], a project run by six big German clinics and four big hospital operators,
advocates the Electronic Case Record (eCR), a possibly distributed, logical “file”
owned and managed by one hospital or a network of hospitals. The eCR repli-
cates more closely the way hospitals manage Personal Health Information today.
The hospitals create, collect, and manage electronic health records (EHRs) for the
purposes of treating a particular case.

It is indeed possible that several of those models will co-exist in the future.
The family doctor or the patient himself may have a Patient-EHR file, while the
hospitals will create Electronic Case Records that will be eventually merged into
a Patient-EHR file after the patient is released from the hospital, and deleted from
the hospital when the Personal Health Information is not needed anymore in the
hospital.

The paradigm where there is only one Patient EHR file, in any of its forms,
has the disadvantage that the doctor or clinic will have to search through all in-
formation, to find the relevant parts for the case he is treating. In the Electronic
Case Record, the doctor will ask for specific EHRs to other hospitals or the family
doctor of the patient. There are also privacy concerns with this paradigm as it will
be very difficult to grant access to EHRs via the “need to know” principle: The
patient can give consent to a doctor to access the EHR as a whole, but it is very
difficult for the patient to give him consent to access only a subset or a view of his
EHRs. It is even more difficult if not impossible to decide which parts of the EHR
file should the doctor be able to access. Patients who wish to exercise control
over access to their data seldom understand the implications of their decisions. It
is much easier for the doctor to ask if the patient has had, say, a certain type of
examination, and if yes, ask consent to the patient to access it. This process is
much more transparent to the patient.

Since there is not even a coherent terminology in the different countries and
projects, it will not be surprising that there are no well-established standards de-
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scribing the internal format or structure of EHR files, and no defined coherent sets
of valid procedures to store and manage them, and no access control rules to ac-
cess or process them. The regulations of the different countries are incomparable
and sometimes even contradictory, and the mechanisms and guidelines of care de-
livery organizations (clinics, hospitals, hospital networks, medical practices, etc.)
differ extensively, even within the same country.

Thus, we have several choices for the definition of the EHR, the policies that
should control it, the requirements to be fulfilled, and the problem cases associ-
ated to it. For the purposes of the AVANTSSAR project, we have chosen a rather
generic scenario, which exemplifies typically difficult problems to be encountered
in the different environments. One aspect that is important to have is related to
the dynamics of policy management: Our scenario will allow authorized users to
create, view and withdraw privacy policies established by patients, care delivery
organizations and jurisdictions7. The policies will restrict the access to the EHRs
at various levels of granularity depending on several factors: the class of infor-
mation (e.g. lab report, diagnostic imaging study), the type of patients and their
consent, the medical practitioners trying to access the data and their relation to the
patient.

Our approach is close to the so-called BMA-Model [1], which has been pro-
posed to regulate the access to health records. In that model each health record has
its own access control list, an approach which we consider to lack practicality. We
regard our approach as an implementation or refinement of the BMA-Model. In
ours, each record has an implicitly associated AC list, via some indirections which
facilitate the understanding for patients and clinicians. There are also differences
in the treatment of the sensitivity of EHRs, ours allowing for more flexibility. For
other related work, see [22] and [23].

We propose to use the following terminology:

Electronic Health Record (EHR) File is a logical8 “File” that contains a set of
patient’s medical records (EHRs) in digital format, all belonging to one
patient. The EHR file may contain a large variety of healthcare-related in-
formation. It may be made up of many different medical records at different
locations and in different formats. An EHR file is in general not intended
to contain the full medical history of a patient, but some types of EHR files
are. Information may pass between the different EHR files in a controlled

7Policies regulate the access to EHRs, while the access to those policies are regulated by so-
called meta-policies. In this way, authorized users are allowed to view or modify privacy policies
within well-defined limits and rules.

8We use the term logical or virtual file, since we do not want to restrict the way the EHR File
is implemented. It may be implemented as one or several XML files, as a directory, as a set of
independent linked single files, as part of a database, etc.
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manner, in the form of summaries (such as referrals or discharge letters to
GPs). The mobile Patient-EHR file, the web-based Patient-EHR file, and the
Electronic Case Record (eCR) are all particular cases of EHR files. Within
the hospital scenario, we assume that each medical practitioner who treats
the patient has controlled access to the relevant parts of the EHR file in a
computer system of the hospital or hospital network. Whether the requested
access is permitted or not depends of course on the type of medical data, the
requester, the patient, their relationship, etc. From the point of view of the
policy controlling the access to the EHR file, the hospital or hospital net-
work is the “administration domain” of the policies and thus is responsible
for implementing and managing the policy enforcement mechanisms and
placing the correct enforceable policies and meta-policies in the system.

Thus, in order for an access request to the EHR to be honored, the policy
must be evaluated. The policy itself will have two parts, a static part and a
dynamic one. While both can be read, only the dynamical part can be writ-
ten. Who is authorized to do which actions on the policy is determined by
the static meta-policy. Figure 17 shows the two levels of access. Clinician
Y requests for an EHR, while clinician X makes an attempt to change the
dynamic part of the access control policy. Acronyms used inside the figure:
PDP - Policy Decision Point, PEP - Policy Enforcement Point.

Electronic Health Record (EHR) is a single part, a record, in an EHR file. The
EHR is the atomic unit of access control (a user is authorized to read or
write records, not parts of records). Each single record is of a particular
type, which can be of a wide variety of types, for instance,

• Patient demographics, including name, address, date of birth, health
insurance number and the name of the treating doctor, and the details
of the family doctor,

• Medical history, examination reports of health and illnesses,

• Medications, including side-effects and interactions, allergies, vacci-
nation, and immunization status,

• Laboratory test results, radiology images or photographs,

• Record of appointments and billing records,

• Patients’ directives, living wills, and health powers of attorney,

• Emergency contact info, etc.

Electronic Personal Health Information (PHI) is any information that is con-
tained in an EHR file or have been deduced from it. Thus, a concrete piece
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Figure 17: Logical Access Control Structure for the EHR.

of information like demographics, a living will, etc., is PHI if this specific
instantiation of the information is included or has been retrieved or deduced
from an EHR file. The rules defining the access control criteria for an EHR
will depend, as was mentioned above, on the type of data. For instance, a
highly sensitive record of a treatment for depression might be only avail-
able to his treating doctor (and perhaps a few others, on certain conditions),
while a record of heart disease can be open to all staff, for the case of an
emergency.

3.6.1 Scenario definition

We focus here on a rather prototypical EHR scenario: registering new patients
in a clinic including the assignment of clinicians (doctors, nurses, radiologists,
dentists, etc. depending on the system) to a patient, reading and updating a record,
retrieving patient information from external sources, and providing the results of
examinations and treatment to authorized externals clinical entities.

For the sake of diversity, the access to an EHR will depend on several factors:

• The type (sensitivity group) of the record, which will itself depend on the

FP7-ICT-2007-1
Project No. 216471



D5.1: Problem Cases and their Trust and Security Requirements 84/96

type of patient, say if the patient is a celebrity (VIP)9 or not, and on the pa-
tient having opted-in for a special more restrictive access control manage-
ment of the EHR. Thus, if the patient is VIP or has opted for this restrictive
policy, his default records will be of restricted type. If not, the default ac-
cess control for the typical record is that all doctors of the practice or ward
have access to it.

• The relation of the patient to the requester of the record (for instance, if the
requester is the treating doctor or is in the same practice or clinic ward as
the treating doctor).

• The consent that the patient has given.

• The access purpose, in particular, if the request is made in an emergency
case.

• Regulation.

We will use in our scenario the following four sensitivity groups (but not “sen-
sitivity levels” in the sense that they are not necessarily ordered in any particular
way) for EHR records:

• admin-EHR,

• emergency-EHR,

• normal-EHR, and

• restricted-EHR.

Those sensitivity groups can be considered as attributes (more precisely, attribute
values) of the EHRs; alternatively we may think of them as 4 different types of
records. Together with the other attributes on patients, doctors, etc., they deter-
mine the access conditions on EHRs. Ideally, policies should be written in such a
way that the different policy conditions (EHR sensitivity groups, clinician roles,
local regulations, etc.) can be written independently from each other and com-
posed when the system is initialized. We will follow this modular approach here.

EHRs that contain administration data are assumed to be of type admin-EHR,
information that must be known by all staff for the case of an emergency are
of type emergency-EHR, typical records are of type normal-EHR, and particu-
lar sensitive information (like a record of a treatment for depression) are of type
restricted-EHR.

9In some countries the privacy of VIPs is specially protected, while in others this would be a
very awkward assumption. Nevertheless, our choice is without any loss of generality: if there is
no difference between patient we may simply assume that all are VIPs (or none).
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We can assume that most of the EHR for the patient is of type normal-EHR,
but there may occur situations where this is not the case.

The precise rules describing the permissions of users to access EHRs that are
assumed as follows:

• The patient may read or append to any of his records, except in the case of
statutory exemptions (court decisions, etc.).

• The treating doctor (note that a whole EHR has one and only one treating
doctor) may read or append to any record in the EHR.

• Any clinician of the same ward or practice may read or append to record
emergency-EHR and normal-EHR records.

• Any clinician in same network or system may read emergency-EHR records.

• For any other doctor the following condition holds: If he is able to connect
and strongly authenticate to the Network or System, he may read or append
to any record if the patient (and in some systems if the treating doctor) has
consented this action.

• In case of a referral, the referring doctor may read the records of the doctor
who made the corresponding examination.

Actions on the EHR are restricted further with the following obligations and
constraints:

• For each read and write action, a log must be written (for audit).

• Each write action can only append or attach comments, information, etc.
Existing entries can never be deleted.

• Each information appended must be time-stamped and signed at the mo-
ment of appending.

Note: The obligations are considered to be independent of the permissions
and of the PEP. This means that obligations must be fulfilled in any case
of access, via the PEP (which should always happen), but also in cases
where the PEP was somehow bypassed (which should never happen, but
sometimes does). That is, we want the obligations to be fulfilled, even under
abnormal behavior.
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Figure 18: Basic Data Flow in the EHR Scenario

The typical workflow in the EHR scenario is shown in Figure 18. It includes
patient registration, and internal and external access to the EHR database.

In the case that the patient is a VIP or has opted for this choice, all EHRs except
administration data and information that must be known by all staff, are under
restricted-EHR. This means that a clinician will be able to access the information
only if he is the treating doctor of the patient, or with consent of the patient.

When a new patient registers at the clinic, if the patient has no EHR in the
clinic, a new EHR file is created by the front-desk (registration desk) of the clinic.
This initial EHR normally contains only the patient demographics. On the other
hand the receptionist may also access the policy governing the EHR access: he
can assign the patient to a ward and to a doctor and may determine the type of
patient (VIP or not, or if the patient opts for a more restricted access control than
the default one). These parts of the initial EHR and the initial policy can be
incomplete and can be completed or corrected later on by the same receptionist
or by any authorized clinician. Note that corrections to old data does not delete
the data, but will mark it as obsolete. If the patient has an EHR at this clinic, the
receptionist may see and update the patient demographics, but not the rest of the
EHR. More precisely, the patient demographics is controlled by admin-EHR. A
record is under admin-EHR control rules, if it is available to the administration
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staff (in the registration and accounting departments) and to the treating doctor.
The patient may opt that some or most of his records are restricted-EHR,

meaning that stricter access control rules (to be discussed below) will apply to
access his EHR. This decision may be delegated, if he is unable to take such a
decision, or if he prefers, to a close relative or a representative of him. Also, if
the patient has been announced as a VIP (or the receptionist considers so), the
data will be of type restricted-EHR. In both cases, the patient must produce a ver-
ifiable, time-stamped “PatientCertificate” that can not be repudiated and certifies
that he is being treated in this clinic.

The clinic may probably wish to retrieve information from external EHR files;
in that case the patient will authorize the treating doctor to do so by means of his
electronic signature on this “PatientCertificate”.

This type of certificates will be necessary to collect information from his fam-
ily doctor or from other clinics and will be required from other institutions if the
EHR is to be sent to them. These certificates have only a short validity period
(weeks or months), and may be renewed by the patient. If not, the patient data be-
comes inaccessible to the clinic except in emergency case. An EHR is accessible
to other clinics or family doctors if they process a valid certificate.

Now, or later, the treating doctor is assigned. This action must be logged.
In this scenario we look at City Clinic, three patients, three doctors, and a nurse

who are involved in four different scenes viz. registration, requesting external
EHR, reading of/writing in EHR and emergency. Let us go through each actor
before we can go through the actual scenes so that we can understand their roles
in each scene better.

City Clinic is one of the largest clinics in the city offering multi-specialty med-
ical services to a large number of patients coming from different financial
backgrounds. It comprises several medical doctors and nurses and SOA-
enabled medical equipment. The City Clinic has three main logical IT En-
tities for our purposes:

EHR Database Server: Here the EHRs of all patients of the City Clinic
are stored. It also includes a policy enforcement functionality which
controls the access to the database.

Policy Administration Server (also including policy enforcement function-
ality). We assume that the meta-policies, i.e. the access control poli-
cies needed to read or write the EHR access policies, are static or their
management is out of the scope of this case study. In our example, the
following are dynamic policy aspects:

• Clinicians (doctors and nurses), as well as patients have assign-
ments: There is a unique treating doctor for each patient. Each
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doctor, nurse, and patient is assigned to a ward of the clinic. Clin-
icians can be assigned to clinical networks.

• Patients can be classified as VIPs, which means that all EHRs al-
low only restricted access. Typically the records are in the normal
category, but for particular ones the patient can choose restricted
access (opt-in).

• The dynamic part of the policy contains information about records
which were written as consequences of referrals, as well as

• information derived from patient declarations on their consent
that particular records may be read by particular internal or ex-
ternal clinicians.

Auditing Facility: In order to safeguard the patients’ privacy according to
regulations and consent directives, an audit trail of access to personal
health information must be generated.

Dr. Adams, Dr. Baker and Dr. Collins are medical doctors of City Clinic.

Dr. Allen is the family doctor of Alice, the actress.

Nina is a nurse who belongs to Dr. Adams’ ward at City Clinic.

Robert is the receptionist who takes care of the Registration Process.

Alice is an actress who wants to register at City Clinic for treatment.

Bob is a normal patient but has some sensitive information which he has the right
to be kept secure.

Charlie is a normal patient who has a cardiac problem.

Now the scenes are described where the actors introduced above play their
parts.

Scene 1: Registration Process. For each patient who wants to be registered
in City Clinic, Robert takes his/her demographics and creates an EHR for them.
At this stage the patient may opt for restricted-EHR to his patient data. Here
Robert knows that Alice is a VIP and he proposes Restrictive Access to all of her
EHRs, which she accepts. Since Bob believes that some of his EHRs will contain
some sensitive information, he opts that part of his records hould only be opened
under restricted-EHR. In the case of Charlie, neither Charlie nor Robert believes
that there is any sensitive information in Charlie’s EHRs, but he has a Cardiac
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problem which needs immediate attention in cases of emergency. Hence, all of
his EHRs are kept under normal-EHR.

After filling the patient’s demographics in the EHR, Robert assigns a treating
doctor to each patient according to the patient’s needs and some local policies
(which are out of our scope). Alice, being a VIP, is assigned to Dr. Adams, who
is assisted by Dr. Baker. Bob is assigned to Dr. Baker and Charlie is assigned to
Dr. Collins.

Then Robert enters the assignments into the City Clinic information system,
and they are automatically included into the database on the policy server. The
system logs the assignments. This process provides the doctors with appropriate
rights to access the patients’ EHRs. Dr. Adams (being the treating clinician of
Alice) will be in the position to access all records of Alice, while Dr. Baker by
default will not, due to the restrictions on Alice’s records. In order to change
this situation, Alice signs a patient certificate which gives Baker the same access
right as Dr. Adams. This declaration of user consent will also be included into the
database on the policy server.

Scene 2: Providing User Consent for Requesting External EHRs. Rather
often, clinics that are treating a patient need to retrieve part of or the whole EHR
file from the patient’s family doctor or from other clinics where the patient had
earlier been treated. In our scenario, City Clinic’s Dr. Adams needs to know some
information about allergic reactions to substances from the family doctor of Alice,
Dr. Allen.

Dr. Allen will not automatically send a requested record to a colleague. He
belongs to a medical network that has a similar access control policy as the City
Clinic. Dr. Adams explains the situation to Alice and points out the she has to give
her consent to the transfer of information. He then prepares a Patient Certificate
(PCert) including the information that Alice is a patient of Dr. Adams at City
Clinic and that she agrees the data to be sent. She signs the PCert electronically.
Dr. Adams sends his request, the signed PCert along with his own public key to Dr.
Allen. After verifying the PCert and the requestor’s identity, Dr. Allen encrypts
the required part or whole of the corresponding EHR in his system with using Dr.
Adams’ public key and sends the encrypted EHR to Dr. Adams, who can now read
the needed information after decrypting it with his private key.

While Alice is staying in the clinic, her family doctor (Dr. Allen) is thinking
about the best therapy to follow when Alice will be back from hospital. Now it is
he who wants to look at Alice’s EHRs stored at City Clinic. A similar procedure as
described above has to take place. Allen manages to get the desired information,
as he can show an appropriate PCert which was signed by Alice before she went
to City Clinic.
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Scene 3: Reading and Writing into EHR. After having a medical check of Al-
ice, Dr. Adams and Dr. Baker want to update her EHRs by including the treatment
they wish to give to her. Either of the two clinicians can make the corresponding
entries into the database. Dr. Adams, being the treating doctor, has the access right
per definition, while Dr. Baker has been authorized by Alice herself during the pa-
tient registration process, where Alice signed an appropriate declaration. During
the night, Alice calls for the doctor on duty, in this case Dr. Collins. As Collins is
not assigned to Alice, he is not in the position to access Alice’s EHRs, which are
not emergency relevant, as these records all belong to the restricted-EHR group.
Now, Collins has to decide either to restrict himself to the emergency data, or to
contact Adams or Baker for obtaining further information.

Some time later, a similar situation occurs to Dr. Collins after a medication of
Bob, as in his case some important EHRs are in the restricted-EHR group, as well.
Here we have to keep in mind that Dr. Baker (and not Collins) is Bob’s treating
doctor. So, only Dr. Baker is allowed to access these EHRs.

Early in the morning Nina (a nurse from the same ward) measures the blood
pressure of Bob and writes the measurement in his EHR. She retrieves Bob’s
EHR, and as the corresponding parts are classified as normal-EHR, she is able to
write the measurements into the EHR and signs the new entries before sending the
record back to the repository. The signature helps to achieve non-repudiation and
is mandatory according to the security policy.

The handling of Charlie’s EHRs is much easier for the clinicians of the ward
he is assigned to, as all entries are in the normal-EHR group which means free
access to all data (for this particular group of clinicians).

Scene 4: Emergency. Charlie suddenly has a shortness of breath and requires
Emergency treatment. Yep Charlie’s treating doctor, Dr. Collins, is in on a busi-
ness trip. Dr. Baker is contacted immediately. But since he does not have any
information neither on Charlie’s present illness nor on general health parameters,
he feels somewhat uneasy. In order to find out the best treatment for Charlie,
he uses the health information system. He indicates that an emergency condition
has occurred. He signs this indication which then is logged by the system. Now,
Baker can access the part of Charlie’s EHR which is in emergency-EHR group.
He immediately learns what has to be considered in emergency cases, and he can
go ahead with an appropriate treatment.

Scene 5: Anonymization. Robert receives a request from the local university
for data on particular cardiovascular diseases. This data should serve several med-
ical students working on their theses. Robert knows that data of that kind may
be given to universities and research institutes, but only in an anonymized form.
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This means that Personally Identifiable Information (PII)10 like names have to be
deleted, addresses have to be replaced by regional information, birth dates have
to be replaced by time ranges, etc. The EHR database of the City Clinic supports
the export of anonymized data for scientific application. Robert sends the desired
data to the local university.

3.6.2 Security and trust requirements

In this section we summarize the description of the EHR scenario in the form of
security and trust requirements.

Security Requirements.

1. All EHRs shall be kept secret (requirement of confidentiality). This means
that access to EHRs has to be ruled in an appropriate way and that EHRs
have to be protected while being transmitted via networks (e.g. using en-
cryption).

2. Each access to the EHR database as well as to the policy repository shall be
logged.

3. The EHR system shall realize non-repudiation of EHR access (typically
using digital signatures).

4. Access to the EHRs or policies shall only be granted after appropriate iden-
tification and authentication. This may involve the federation of the identity
of clinicians among diverse clinics.

5. Write access to EHRs shall be restricted: It shall only be allowed to append
data; deletion is prohibited.

6. The EHR system shall realize integrity and authenticity of EHRs.

7. The access to EHRs shall be ruled by an Access Control Policy (ACP) de-
pending on assignments, declarations of consent, etc. In our example above,
the ACP reflects the following ideas:

• Each patient is assigned to exactly one treating doctor.

• Clinicians are assigned to wards, clinics, networks.

• EHRs are classified.

• Patients can opt in for stronger classifications.
10See also subsubsection 3.1.2
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• Patient can declare their consent on access with respect to particular
doctors.

• Clinicians are granted access depending on their assignment, the EHR
classification, or given patient consent.

8. Metapolicies shall rule the access to the dynamic part of the ACP.

9. Data derived from EHRs are only allowed to be exported (e.g. for reasons
of medical research) in an anonymized form.

Trust Requirements.

There are no particular trust requirements besides the following obvious one:
All clinicians (doctors, nurses, and receptionists) are assumed to handle the

patients’ personal information with confidentiality.
This requirement is a non-technical one, and it will not be regarded within

AVANTSSAR.

3.6.3 Federation

Authorization in the EHR scenario heavily depends on user identification and au-
thentication. Requirement 4 leads to the following problem cases:

Single Sign-On. Typically EHRs are distributed over various servers, and it is
unacceptable for users to run through the authentication process again and again
in order to access the EHRs. This gives rise to a demand for single sign-on.

Identity Federation. In cases of clinical networks we not only have to face the
problem of distributed data, but also the fact that the users belong to different
organizations. This gives rise to a demand for identity federation.

3.6.4 Authorization Policies

As described in subsubsection 3.1.3, authorization policies determine the rules for
access control, e.g. to data files. In general, they determine which subjects may
perform which actions on which objects.
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Access Control. In the context of EHRs, requirement 7 relies on policies that
describe the rules for users (patients, doctors, clinicians) to read and write EHRs.
Part of the access control policies is dynamic which gives rise to a further re-
quirement (8) for metapolicies which rule the access to this dynamic part. Access
control is addressed in 1 and 4, as well.

3.6.5 Accountability

The security requirements 2, 3, 5 for electronic health records rise problem cases
that belong to the accountability family of problem cases.

Non-Repudiation. Requirements 3 and 5 deal with non-repudiation. A clini-
cian should not be in the position to repudiate having made a particular entry to
an EHR. Furthermore he/she shall not be able to modify an entry in a way that its
former content is deleted.

Audit. Requirement 2 is quite typical for a situation as it is given with the EHRs.
All attempts to access the EHR database have to be logged.

3.6.6 Privacy

Data Anonymization. EHRs contain highly sensitive data. In order to preserve
the patients’ privacy, excerpts of the EHRs are only allowed to be published in
anonymized form. Requirement 9 leads to this problem case.

3.6.7 Application Data Protection

Data Integrity and Data Authenticity. For EHRs it is important that they are
authentic and that they are protected against unauthorized modification. Require-
ment 6 leads to these two problem cases.

3.6.8 Communication Security

Message Confidentiality. EHRs require a high level of confidentiality. EHRs
are transmitted over networks within the area of clinics (possibly LANs), but also
(using public networks) between different clinics or doctors with own practices.
Confidential communication is addressed in requirement 1.
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